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1. Introduction

Hong Kong is solidifying its position as a globally trusted digital asset hub, championed by a progressive
and clear regulatory environment. As fund managers and their essential partners —fund administrators—
seek to capture opportunities presented by this dynamic asset class, new digital asset-focused capabilities
need to be developed to service evolving operational requirements and manage the corresponding set of
risks.

For fund administrators, these new capabilities arise from a need for fund administrators to engage both
with new transactional infrastructure (like blockchains, smart contracts and wallets) and new market
participants (like Virtual Asset Trading Platforms (VATPs), digital custodians, and tokenization agents).

To meet these critical needs, The Association of Fund Administrators of Hong Kong and the Greater Bay
Area has developed this best-practice framework for both public and private digital asset funds and
tokenized funds, entitled “Administering the Future: Best Practices for Digital Asset Fund and Tokenized
Fund”

This initiative is designed to strengthen the technical knowledge of fund administrators, empowering
them to more actively engage with fund managers of digital asset funds and tokenized funds, in order to
fortify investor protection, ensure operational integrity, and maintain stringent AML/CFT compliance. This,
in turn, reinforces Hong Kong's leadership in the global digital assets market. Collaborative engagement
with stakeholders—particularly the regulators, financial industry participants, service providers, and
technology providers—will be pivotal in evolving this guidance into actionable standards.



2.

Key Terminologies

Throughout this report, certain terms are defined and used to group related concepts, helping to
streamline the content for readability and comprehension. This approach is intended to keep the focus on
key messages and guiding principles, without overwhelming the reader with granular specifics.

n

The term “Fund Administrator” (or “FA”) and “Transfer Agent” (or “TA”) refers to an single entity or
combination of entities whose primary role is to provide services to fund managers encompassing
the traditional functions of calculating the Net Asset Value (NAV), producing financial reports, and
performing transfer agency duties, including investor KYC and maintaining the official fund share
register.

The term “Digital Assets” (or “DA”) is used throughout this report to broadly refer to virtual assets
(e.g. as defined under Section 53ZRA of the AMLO and generally includes “cryptocurrencies”),
stablecoins. Any specific sub-category of Digital Asset intended for emphasis in the paper will be
clearly identified.

The term “Digital Asset fund” (or “DA fund”) refers to a fund that invests directly in digital assets such
as cryptocurrencies (e.g., Bitcoin, Ethereum) — which are created, recorded, and transacted on
distributed ledger technology. The fund’s strategy is focused on the performance of these underlying
digital assets, and its ownership structure (i.e. the share register) may be maintained using traditional,
off-chain methods.

The term “Tokenized fund” (or “TK fund”) refers to a fund in which the traditional share register is
represented fully or partially as digital tokens on a distributed ledger. This means investor ownership
is recorded on-chain, using smart contracts to automate key processes such as subscriptions (minting
new tokens), redemptions (burning tokens), and transfers (reassigning tokens). The fund's underlying
investments, however, are not necessarily digital assets and may include traditional securities like
money market securities, stocks and bonds. The defining characteristic is the tokenization of the
fund's shares / share register, which enables operational efficiencies, enhanced transparency, and
new distribution models.

The term “On-chain” refers broadly to a category of new technologies underpinning Digital Assets,
like distributed ledger technologies (including blockchains), smart contracts, tokens and wallets. The
term “Off-chain” refers broadly to a category of technologies underpinning the traditional financial
market infrastructure.

The term “Smart Contract” is a self-executing software protocol that automates the terms of an
agreement between parties. It is deployed on a distributed ledger or blockchain, where the code
automatically executes predefined actions—such as minting, burning, or transferring tokens—when
specific conditions are met. Unlike traditional contracts, smart contracts can be configured to operate
without intermediaries, enabling transparent, tamper-resistant, and automated enforcement of
contractual logic.



3. The Evolving Regulatory Landscape of Hong Kong’s Digital Asset Market

Hong Kong has constructed one of the world's most comprehensive and sophisticated regulatory
frameworks for digital assets, positioning itself as a leading global hub that balances innovation with
robust investor protection. The current environment is not static; it is characterized by a dynamic and
purposeful evolution, driven by a clear government strategy and proactive regulators. This trajectory can
be understood through three interconnected layers: the established foundational regime, the forward-
looking strategic roadmap, and the proposed legislative expansions to close regulatory gaps.

The Established Foundation: A Principle-Based, Risk-Focused Regime

The cornerstone of Hong Kong SFC’s approach is the “same business, same risks, same rules” principle.
This philosophy asserts that if a digital asset falls under the definition of a “security” or “futures contract”
under the Securities and Futures Ordinance (SFO), existing capital markets rules apply. This brought DA
fund managers and their distributors under the SFC’s purview early on.

A pivotal moment was the introduction of the mandatory licensing regime for Virtual Asset Trading
Platforms (VATPs) under the Anti-Money Laundering and Counter-Terrorist Financing Ordinance (AMLO).
This regime, which came into full force in June 2023, requires all centralized platforms operating in or
targeting Hong Kong investors to be licensed by the SFC.

The Strategic Vision: The SFC’s “A-S-P-I-Re” Roadmap

Recognizing that regulation must evolve with the market, the SFC unveiled its “A-S-P-I-Re” Regulatory
Roadmap in February 2025. This strategic blueprint outlines five pillars designed to future-proof Hong
Kong’s virtual asset ecosystem, addressing gaps and new challenges such as liquidity fragmentation and
regulatory arbitrage.

n  Access (A): This pillar aims to streamline market entry and attract global liquidity. Initiatives include
establishing clear licensing frameworks for OTC trading services and dedicated digital asset custodians
(separate from VATPs), and creating pathways to attract major global platforms and institutional
liquidity providers to deepen market liquidity.

n  Safeguards (S): This pillar facilitates a secure and competitive virtual asset ecosystem by harmonizing
compliance with global standards through a flexible, outcome-driven approach. It ensures robust
investor protection while enabling sustainable market growth by prioritizing core regulatory
objectives and allowing operational flexibility. The framework adopts risk-proportionate oversight
tailored to participant risk profiles and promotes regulatory clarity aligned with TradFi standards. This
includes examining adaptable custody technology and insurance solutions. Additionally, it enhances
clarity regarding investor onboarding processes and product classification.

n  Products (P): This pillar aims to responsibly expand product offerings based on investor sophistication.
It involves exploring frameworks to allow professional investors access to new token listings and
derivative products, and considering regulated staking, lending, and borrowing services, all
underpinned by TradFi-caliber risk management safeguards.

n Infrastructure (1): This pillar focuses on modernizing regulatory oversight through technology. The
roadmap commits to deploying advanced surveillance and blockchain analytics tools for market-wide
monitoring and enhancing cross-agency and international cooperation to detect and combat illicit
activities.

n Relationships (Re): Emphasizing education and engagement, this pillar aims to empower investors
through clear communication and tackle the influence of “finfluencers.” It also focuses on cultivating
a talent network to support the sustainable growth of the industry.

The ASPIRe roadmap is not a replacement for existing rules but a strategic evolution, signalling the SFC’s
intent to make the regulatory environment more nuanced, competitive, and attractive for global business
while steadfastly upholding its core mandates.



Closing the Gaps: Proposed Regulation for Dealers and Custodians

While the mandatory licensing regime for Virtual Asset Trading Platforms (VATPs) established a well-
regulated core for trading activities, significant segments of the ecosystem, particularly over-the-counter
(OTC) trading and dedicated custody services, remained outside the formal regulatory perimeter. To
address this gap and complete the construction of a holistic digital asset ecosystem, the Financial Services
and the Treasury Bureau (FSTB) and the Securities and Futures Commission (SFC) launched a joint
consultation on 27 June 2025 to introduce dedicated regulatory regimes for virtual asset dealing and
custodian service providers.

This initiative directly extends Hong Kong’s strategic efforts to foster a secure, robust, and globally
competitive virtual asset environment, as guided by the Government’s latest policy statement on digital
asset development. Crucially, the proposals are designed to drive tangible progress under the SFC’s ASPIRe
roadmap, specifically enhancing “Access” by attracting qualified participants to the city, broadening
investor choice, and further integrating Hong Kong’s virtual asset liquidity with global markets.

The consultation outlines a framework that will empower the SFC to license, supervise, and enforce
regulations for these two critical types of service providers

n  Regulating Digital Asset Dealing Services (OTC): The consultation proposes a mandatory licensing
regime for all entities engaged in the business of dealing virtual assets. This will bring OTC desks,
which offer investors a critical and widely used channel for virtual assets conversion including fiat-to-
virtual, virtual-to-fiat and virtual-to-virtual exchanges services, under formal regulatory oversight. The
objectives are to mitigate AML/CFT risks, prevent fraud, and ensure these operators adhere to
standards consistent with those expected of VATPs, thereby creating a level playing field and
safeguarding retail investors at a key entry point to the ecosystem.

n Regulating Digital Asset Custodians: Acknowledging asset safekeeping as a distinct and critical
function, the consultation proposes a dedicated licensing regime for custodians. This move directly
addresses one of the largest perceived risks in the ecosystem by aiming to enforce stringent standards
on asset segregation, cybersecurity, and governance. The regime is designed to ensure that whether
custody is provided by a standalone service provider or as part of another service, it meets the robust
standards necessary to protect client assets.

By establishing clear rules for dealers and custodians, these proposals directly operationalize the “Access”
and “Safeguards” pillars of the ASPIRe roadmap. They aim to create a fully encompassing regulatory
perimeter where all key activities—trading, dealing, and custody—are subject to proportionate oversight,
thereby significantly enhancing the integrity and resilience of the entire digital asset value chain in Hong
Kong.



4. Administering the Future: Best Practices for Digital Asset Fund (DA fund) and
Tokenized Fund (TK fund)

Fund managers have emerged as early adopters of digital assets, driving the growth of a new category of
funds with digital asset exposure at various stages of the fund lifecycle.

As DA/TK funds expand into new use cases, managers’ needs around fund operations and compliance are
evolving. Driven by the need to interact with new on-chain infrastructure like distributed ledger
technologies, blockchains, smart contracts, and wallets, as well as new financial instruments like virtual
assets and stablecoins, fund managers are, amongst other things, faced with a need to evolve their risk
management and compliance processes to include a digital asset context.

Like with traditional funds, managers of DA/TK funds are increasingly looking to third-party administrators
for critical operational support. Fund administrators are thus becoming increasingly essential players in
the DA/TK ecosystem, managing key lifecycle aspects of investment schemes. As their role expands to
include day-to-day risk oversight, a structured industry dialogue is needed to establish clear best practices
and capability standards.

In Hong Kong’s dynamic digital asset market, administrators can expand their support and services to the
industry in scenarios that extend well beyond traditional fund administration activities (e.g. NAV
calculation, transfer agency duties, etc). Technological innovation to move fund lifecycle activities on-chain
and ongoing regulatory developments demand a fit-for-purpose approach to operational risk management.
This document, Administering the Future: Best Practices for Digital Asset Fund and Tokenized Fund,
offers practical guidance to help administrators strengthen investor protection, ensure operational
integrity, and align with Hong Kong’s regulatory ambitions as articulated in the SFC’s “A-S-P-I-Re” roadmap.

Our analysis is structured on the core principles and responsibilities associated with fund administration,
in particulate from a transfer agency (i.e., investor level) perspective, which is generally more applicable
to TK funds; and a fund accounting and compliance (i.e., investment level) perspective, which is
generally more applicable to DA funds, and centered around five key pillars of fund administration
capabilities raised by the industry as critical to successfully service DA/TK Funds:

n  Due diligence: Enhanced due diligence on digital service providers
n  AML/KYC: Investor KYC, transaction monitoring (KYT) and compliance reporting

n  NAV: Net asset value calculation and accounting, in respect of transactions and holdings reporting,
price reference and variance validation

n  Transfer Agency: Transfer agency operations including token mint/burn process
n  Reconciliation: Operational efficiency, in particulate robust on-chain and off-chain reconciliations

By adopting this framework, fund administrators do not merely comply with regulations; they become
pivotal enablers of trust and stability in Hong Kong's digital asset market. These best practices provide
the operational foundation necessary to support the innovative products outlined in the SFC's “Products”
pillar, from TK funds to DA funds. In doing so, fund administrators play an indispensable role in reinforcing
Hong Kong's leadership as a secure and mature global digital asset hub.



5.

Framework Approach

The best practice paper was developed through a structured and collaborative approach. Interviews were
conducted with market experts to gather insights and practical suggestions.

The overall direction and framework were then guided by a dedicated committee group from the AFA
Association, ensuring alignment with industry standards. Additionally, market experts were invited to
serve as advisors, providing specialized guidance and validation throughout the development process.

This multi-stakeholder approach ensured the paper was both authoritative and reflective of real-world
expertise.

This paper is structured into two key parts to provide a comprehensive analysis of DA/TK funds, their
operational nuances, and best practices for fund administrators and service providers.

n

Part 1 (Section 6) — Basic Concept of DA/TK Funds: This section explores the fundamental concepts
of DA/TK funds, distinguishing between tokenized funds (TK fund) — where a fund’s shareholder
register is represented partially or fully using on-chain infrastructure — and funds investing in digital
assets (DA fund) — where the fund allocates capital to digital assets, or other assets created and
managed on-chain. It clarifies key principles that set the foundation for subsequent commentary and
introduces newly essential concepts like wallets, smart contracts, and tokens. Furthermore, it explains
how these on-chain elements interact with traditional fund administration concepts across different
types of DA/TK funds.

The introduction of on-chain infrastructure enables a wider set of interactions between traditional
ecosystem participants—such as custodians, fund managers, fund administrators, and transfer
agents—and their counterparts in the digital asset space, such as VATPs, tokenization agents, and DA
Custodians.

Part 2 (Section 7) — Case Studies and the Associated Fund Administration Best Practices, inspired by
real-world examples (and subsequently generalized for illustrative purposes) of existing DA/TK funds,
draws out different fund lifecycle activities where involvement of fund administrators can add value.

T o (00

Case study 1 - Authorized retail Case study 2 - Private offshore

TOEnIAEE Fme onshore tokenized fund tokenized fund

Case study 3 — Digital assets fund  Case study 4 — Digital assets fund
Digital Assets Fund investing in single digital asset investing in multiple digital assets
(ETF) on a single venue on multiple venues

By combining theoretical clarity, real-world examples, and pragmatic guidance, this paper equips fund
administrators with the tools to support DA/TK funds efficiently.



6.

Basic Concept of DA/TK Funds

6.1. Clarifying the Difference: Tokenized Funds # Digital Assets Fund

In the evolving landscape of digital finance, the term “Digital Fund” has emerged as a catch-all label for a
wide range of investment vehicles. However, this single term describes two fundamentally different
operational and risk profiles. To prevent confusion and ensure precise communication, we recommend
the industry adopt two distinct terms: Digital Asset Fund (DA Fund) for a fund that invests directly in digital
assets, and Tokenized Fund (TK Fund) for a fund that represents its shares on-chain. This clear distinction
is critical because while the same underlying on-chain infrastructure is used, the nature and magnitude of
their specific risks differ significantly, and therefore, the best practices required to manage these risks are
not the same.

n

Tokenized funds (“TK funds”) — These are traditional investment vehicles where the format of the
ownership register is “tokenized”. Tokenization is the act of representing a fund’s ownership register,
fully or partially, using on-chain infrastructure (e.g. wallets, smart contracts, tokens, underlying
distributed blockchain ledgers). Tokenized funds can be used as a wrapper to house various types of
investment strategies which involve traditional financial products as well as digital assets.

Digital Assets funds (“DA funds”) — These are funds allocating capital directly into assets that are
represented wholly as a smart contract / token entry recorded on a distributed / blockchain ledger.
Wallets are associated with the smart contract / token, whereby ownership is evidenced digitally
through the possession of a corresponding private key, making the assets both “digital” and “bearer”
in nature. The combined “digital bearer” nature of these digital assets introduces novel features into
an investment instrument not previously present in the financial sector.

From a fund administration perspective, these two types of funds can be decomposed into their
component parts across a typical fund service provision value chain:

Cusiody af @ Custody of Underlying
Ungerbying Investrment ’ " Ivéastments
[ nti  Contractss }
{comventional assets] T p—— [srmart contracts/tokens)
Custodian

Fund Administration . @ Fund Administration

|conwantional Fa) iconyentiona FA)

Fund Administrator

Fund Administrator

Conventional Transfer Agent
andfor
Tokerization Agent
[srmart contract/token share

ﬁ Comentional Transfer Agent

{conwentional share registry)

Dagital
Transfer Agent "egisary) Transfer Agent

Blockehaln technology

The preceding diagram provides a visual supplement to the operational workflows detailed in the
following table.



_ TK Funds DA Funds

Custodian

Fund
Administrator

Transfer Agent

§

§

Fund manager executes trades of
traditional investment assets (e.g. stocks,
bonds, etc.) through the fund's brokers.

These investments are managed by
conventional custodians like banks or
licensed financial institutions ensuring
safekeeping, settlement, and reporting of
the fund's portfolio.

Conventional fund administration where
the fund administrator maintains the
accounting book of records and calculates
the Net Asset Value of the fund, with
holdings that are typically traditional
instruments (e.g. stocks, bonds, etc)

Enhanced Transfer Agency involves
orchestrating the interface between on-
chain and off-chain infrastructure to
maintain shareholder records. Key
activities include managing new
workflows—such as minting, burning,
and transferring tokens—often in
coordination with a tokenization agent
(sometimes also called a digital transfer
agent), and providing investor services
through on-chain KYC and whitelisting
protocols.

§ Fund manager executes the digital asset

trades through a licensed Virtual Asset
Trading Platform (VATP), offshore VATP, or
prime broker. Unlike traditional assets,
digital assets are digital bearer assets,
which are recorded on a distributed
ledger / blockchain based book of
records. There is no physical form of asset
for custody.

When a fund's digital assets are held by a
DA Custodian, ownership is represented
by the access credentials the DA
Custodian manages. The DA Custodian
safeguards the private keys controlling
the wallets, while the underlying assets
remain on the blockchain.

A core responsibility of the fund
administrator is to verify the existence
and ownership of the fund's assets. This
involves reconciling digital asset trades
executed on VATPs, offshore VATPs, or
with prime brokers, and confirming
holdings with the DA Custodian.
Following this, the administrator accrues
income/expenses, values the digital
assets, and calculates the fund's Net
Asset Value (NAV).

Conventional transfer agency services,
where the share register is maintained
off-chain and investor servicing, which
includes KYC, are performed.




6.2. The Role of Wallets and Wallet Structures
Role of Wallets

Wallets work the same way for both TK and DA funds. They are the access point used to interact with the
on-chain infrastructure—specifically, the smart contracts and tokens on a blockchain. Using a wallet to
sign a transaction allows someone to take action on those smart contracts or tokens.

However, while the wallets themselves are technically identical across TK funds and DA funds, their
function and what they control are fundamentally different. We can distinguish them as

TK Fund

N Administrative Wallets are used to
manage a fund's lifecycle through
smart contract interactions. In a TK

Fund, the tokenization agent (digital Conventional Transfer Agent
transfer agent) uses this wallet to @ ol

. i — s okenization Agent
execute functions like mint [Digitaf] [smart contract/token share
tokens” —creating new tokens on the Transfar Agent registry)
blockchain to represent additional |
fund shares—or “burn tokens” to Call mint/burn
remove tokens from circulation |

during redemptions.

Administrative

Each wallelis granled acoess Lo spedilic lunctions
o & ghven Smart contracts / taken correspanding
o the tokenized share regrster.

n Investment Wallets — a wallet is used
to manage the fund's assets. For a DA

Fund, the fund manager instructs a

trade. The DA Custodian eventually
uses the corresponding Investment @ Custady of Underlying
Wallet to call the “Transfer” function o e X
on the digital asset (smart contract / Custodian
token), thereby buying or selling the 1
digital asset for the fund’s portfolio. call transfer

Investment

Wallet

Aowallet is granted access to specific
functions an & glven smart contracts / token
carresponding to the digital asset jaften just

the ability ta transfer)

This distinction in wallet purpose—controlling the share register versus the investment assets—defines
their role and the associated risks for each fund type.



At a functional level, a digital asset wallet has conceptual similarities to a publicly visible user identifier
(i.e. ausername or e-mail) and private identifier (i.e. a password). The digital asset wallet’s public identifier
(i.e. an “address”) can be mapped to a smart contract / token (i.e. a “balance”) to indicate a relationship
of ownership (i.e. address ABC is assigned a balance of 10 tokens in smart contract XYZ). To prove or
evidence ownership of the digital asset wallet’s public identifier, a valid corresponding private identifier
(i.e. a private key) must be presented.

|
- — &

Public identifier Private identifier
["Public key f address") ["Private key")

Wallet Structures

The operating models surrounding the management of the private key introduce new concepts relevant
for fund administrators:

n Hosted Wallet vs Self-hosted

A hosted wallet is a setup where a wallet address owner delegates operational and technical control
of their private key to a DA Custodian who manages private keys on behalf of the investor. Hosted
wallets can be further broken down into different granularity structures:

e  Omnibuswallets are a structure where the same wallet address is used for multiple customers.
The rationale and preference for the use of omnibus wallet addresses will differ based on the
TK/DA fund type / use case — it is generally considered where on-chain operational / transaction
cost efficiency, and data confidentiality are required.

e  Segregated wallets are a structure where a unique address is used for each customer. The
rationale and preference for the use of segregated wallet addresses will differ based on the
TK/DA fund type and use cases — it is generally considered where data transparency and on-
chain composability and automation are required.

A Self-hosted wallet is a setup where a wallet address owner retains full operational and technical
control of full control of their private keys, eliminating reliance on intermediaries.

n  Single vs Multi-party signing

The private key of a wallet—whether an Administrative Wallet or an Investment Wallet—can be
managed under single or multi-signer governance. A single-signer setup is the default, where one
entity holds full control. For enhanced security, multi-party approaches can also be explored
depending on the use case context. These include multi-signature (multi-sig) wallets, which require
approvals from multiple private keys to authorize a transaction, and multi-party computation (MPC),
where the private key is split into shares and signatures are computed collaboratively without ever
fully reconstructing the key.

This governance is critical for authorizing transactions such as “mint” or “burn” functions in a Tokenized
Fund or “transfer” functions in a Digital Asset Fund.
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6.3. Summary of Key Risk Management Implications for Fund Administrators

The following diagram provides a high-level framework for characterizing the use of on-chain
infrastructure (i.e. the operational “where, why, who, what, and how”) of both TK funds and DA funds.
They illustrate the core rationale, technological environment, processes, key participants, and critical
interactions for each fund type. For a detailed breakdown of the specific operational dimensions and
control points, please refer to the table that follows. This concluding table further synthesizes the risk
implications of these two distinct fund structures for all market participants, with a specific focus on the
critical role and exposure of fund administrators.

HOW
to access

the method in which
counterparties interact
with the On-chain

o n o~k t: L S
infrastructure value chain

WHY
useit

the purpose of
the use of the On-chain
infrastructure

WHO
is
interacting

the counterparties

interacting with the
On-chain
Infrastructure

12



TK Fund DA Fund

Where is it

Why use it

Who is
interacting

What are
they
interacting
with (Smart
contracts/
tokens)

How are
they
interacting

Resulting
Risk
implications

A fund where the shareholder register is fully or
partially represented using on-chain
technologies

Enhance fund distribution through the use case
of operational efficiency, enhanced liquidity,
and transparency

Typically, fund distribution lifecycle
participants (i.e. the fund manager, fund
distributors, investors and fund administrators,
tokenization agents (digital transfer agents)) are
directly interacting with the on-chain
technologies

TK funds use smart contracts to execute actions
on the shareholder register, enforce compliance
rules, and provide real-time transparency and
direct access, reducing reliance on manual
processes and intermediaries.

The smart contracts used in this context are
often designed with role-based access
permissions as per different fund lifecycle
participants.

Wallets (Administrative wallets)

§ Investment Market risk: Typically, traditional
securities (e.g. stocks, bonds, etc.).

8§ Security / Technology risk: The configuration
and use of on-chain technologies is often
reversible. This means that if a security or
technology incident compromises the on-
chain ledger (e.g., due to an error or hack),
the negative effects can typically be
corrected. For example, an erroneous
balance of tokens can be restored by re-
minting (re-creating) tokens that were lost or
incorrectly burned, or by re-burning
(cancelling) tokens that were incorrectly
minted.

§ Operational risk: Reconciliation of fund
distribution lifecycle information across both
on-chain and off-chain sources (e.g.
shareholder ownership, NAV, etc).

A fund invests in digital assets which are
transacted and managed using on-chain
technologies

Gain investment exposure to digital assets
market performance

Typically, fund investment lifecycle participants
(i.e. the fund manager, fund prime brokers, and
fund administrators) are directly interacting
with the on-chain technologies

DA funds - investment activities directly interact
with smart contracts / tokens. The execution of
investment activities may be through brokers
and/or exchanges (i.e. VATP).

The smart contracts for these digital assets often
have very simple or no built-in administrative
controls. For example, a stablecoin's contract
might have a “freeze” function, but a contract
for an asset like Bitcoin or Ether typically has no
special roles or permissions. This means there is
little opportunity for “on-chain governance” or
administrative oversight built into the smart
contract / tokens itself. Therefore, fund
administrators must rely on traditional “off-
chain” methods—Ilike agreements, policies, and
controls—to ensure proper governance of these
investments.

Wallets (Investment wallets)

§ Investment Market Risk: Typically digital
assets.

8 Security / Technology Risk: For digital assets,
the configuration and use of on-chain
technologies is typically permissionless, and
therefore risk events arising from security /
technology incidents are typically
irreversible (e.g., tokens corresponding to
digital assets cannot be burnt / re-minted
based on investment transactions).

wn

Operational Risk: Reconciliation of
investment lifecycle information across both
on-chain and off-chain sources (e.g.,
investment holding positions / book of
records, validation of price reference, etc.).




7. Case Studies and the Associated Fund Administration Best Practices

Four illustrative and generalized case studies are analyzed, inspired by live TK/DA funds in the
marketplace. For each case study an indicative investor subscription / redemption workflow is described,
alongside the roles and responsibilities of different lifecycle participants. Based on these case studies, best
practices and recommendations are provided for fund administrators to consider. These best practices are
split by the two types of TK/DA funds, and mapped against the same five-pillar fund administrator
capabilities framework (also introduced in Section 4).

Overview of indicative case studies:
Case study 1 Authorized retail onshore TK fund
Case study 2 Private offshore TK fund
Case study 3 Authorized retail onshore ETF DA fund

Case study 4 Private offshore DA fund

7.1. TK Fund Case Studies and Best Practices
Case Study 1 — Onshore Authorized Retail TK Fund

This case study illustrates a commonly observed and generalized TK fund design where the authoritative
share register is maintained off-chain. This approach is generally practical where:

n  When a fund contains both traditional and tokenized share classes, the transfer agent maintains a
single, consolidated off-chain share register to provide a unified view of all investor holdings.

n  When a fund contains only a tokenized share class, current market practice still favours maintaining
an off-chain register as a safety measure and operational back-up.

While there is no direct regulatory mandate for an off-chain ledger, its necessity depends on a number of
factors assessed by regulators. In our case study, we observe that an off-chain register is employed as a
prudent risk mitigation measure to provide clarity on ownership.

In this model, smart contracts and tokens are minted or burned on-chain to mirror subscription and
redemption activity for the tokenized class. This hybrid structure is sometimes referred to in the industry
as a digital twin-style tokenized fund model.

14



A role-based diagram detailing the responsibilities of each participant:

I

Fund
Manager

i

Transler

Agent

I

Da-enabled Distributor
[facing End-investors)

" okenized chass

I' '!* inuestors
Tokenized fund Other classes LA m
ARkt w Share Reglst&r ..............................................................
Off-chain |z
{ ] Tokenized Nemitiae
class
: Hosted
: Tk - ostec
Cin-Chain i i
i D

E ole bleckeh L m [ Etharaum-ba

fim

Fund Adminkstrator /
Custodian

Digital Transfer Agent DA
[Tokenization Agent) Custodian

Fund Flow Overview

1. Subscription and Redemption Orders — Distributors (on instruction from their investor clients) submit
subscription or redemption orders to the transfer agent and approved by fund manager as part of the
existing off-chain flow. The tokenized share class is fiat-denominated, and as such all subscription and
redemption proceeds between the distributor and the tokenized class are based on fiat cash. The
transfer agent receives and records these orders, acting as the central coordinator.

2. Order Confirmation — The manager works with the transfer agent to review and confirm the orders.
Paired with NAV (in step 3), the transfer agent unitizes the order and determines the amount of shares
to be created or redeemed and subsequently the number of tokens to be minted (in the case of
subscription) or burned (in the event of redemption) (in step 4).

3. NAV Calculation / Publication — The Fund administrator, based on the received orders, and the fund’s
holdings, calculates the NAV for the fund off-chain. Once completed, the NAV is published through
existing publication channels.

4. Token Creation and Burning / Allocation — Upon confirmation and unitization off-chain, the transfer
agent instructs the tokenization agent (digital transfer agent) to mint / burn the tokens and deposit
to the distributor’s hosted wallet with the DA Custodian.

5. Reconciliation and Recordkeeping — Due to the internal wallet management structure of the DA
Custodian, the fund administrator does not reconcile data directly from the blockchain. Instead, the
DA Custodian provides a statement generated from its internal ledger. Reconciliation is therefore
performed by comparing this DA Custodian-issued statement against the off-chain share register
maintained by the transfer agent.
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Case Study 2 — Off-Shore Private Money Market TK Fund

This case study illustrates a newer observed and generalized TK fund design where the authoritative share
register is maintained on-chain utilizing smart contracts / tokens, representing a 100% tokenized share
class. In this setup, off-chain data is limited to KYC mapping information and mirrored data records needed
for downstream fund lifecycle processing (i.e., for fund accounting, risk reporting, etc.). This is sometimes
referred to in the industry as a digital native (registered) tokenized fund model.

It should be noted that even in this on-chain native model with a fully tokenized class, current market
practice still favours maintaining an off-chain register as a safety measure and operational back-up. This
hybrid approach provides business continuity in case of technical issues with the on-chain infrastructure.

A role-based diagram detailing the responsibilities of each participant:
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Fund Flow Overview

1. Subscription and Redemption Orders — Distributor submits subscription or redemption orders to the
transfer agent and approved by the fund manager. The tokenization agent (digital transfer agent)
coordinates with a traditional transfer agent off-chain to share the relevant data needed to update
downstream systems that are potentially required by the fund administrator and/or fund custodian.
The tokenization agent (digital transfer agent) receives and records these orders, acting as the central
coordinator.

2. Order Confirmation — The manager and transfer agent reviews and confirms the orders. Paired with
NAV (in step 3), the transfer agent unitizes the order and determines the amount of tokens to be
minted (in the case of subscription) or burned (in the event of redemption) (in step 4).

3. NAV Calculation / Publication — the Fund administrator, based on the received orders, and the fund’s
holdings, calculates the NAV for the fund off-chain. Once calculated, the NAV is then published on-
chain channels, usually through an oracle solution.



4. Token Creation and Burning / Allocation — Upon confirmation and unitization (which can be on or
off-chain), the tokenization agent (digital transfer agent) calls the smart contracts and associated
functions (on-chain) to update the smart contract. Tokens are minted/burned from the fund smart
contract to a distributor’s hosted wallet managed by their DA Custodian or self-hosted wallet.
Depending on the nature of the business model and contractual arrangement between the
distributor and their end-investor clients, there may be onward re-allocation of the tokens from the
distributor’s address to the end-investor self-hosted addresses whitelisted by the tokenization agent
(digital transfer agent), which may be required to conduct Know-Your-Transaction (KYT) checks on
self-custody wallets, supplementing standard Know-Your-Customer (KYC) procedures.

5. Reconciliation and Recordkeeping — Reconciliation of the records directly between the on-chain
(token balances from the fund smart contract, recorded on the blockchain) and off-chain (TA account
identifiers for the fund recorded in the TA internal systems) records is completed.

Fund administrator key capabilities and Best Practices

As tokenized funds grow in popularity and become increasingly explored in Hong Kong’s TK/DA ecosystem,
fund administrators can help shape the commercial innovation and risk management practices for this
next evolution of the fund format. To do this, fund administrators will be increasingly expected by their
clients (fund managers) to extend their current capabilities to support the latest on-chain infrastructures
underpinning these new products. This, in turn, will enable the seamless extension of existing fund
administration services for tokenized funds.

The following best practices have been identified for the current market landscape for tokenized funds. As
the current iteration of tokenized funds still operates across both on-chain and off-chain infrastructure, it
is perhaps not surprising that many of the best practices for fund administrators exploring support for
tokenized funds to be focused on robust and streamlined reconciliation processes, alongside providing
trusted infrastructure to minimize risks in smart contract management.
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3 NAV Best Practice#4 — Real-Time NAV Reconciliation

4 Transfer agency Best Practice#1 — Multi-party Token Mint/Burn Management

. Best Practice#2 — Real-Time Mint/Burn on/off-chain Monitoring
5 Reconciliation
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Best Practice#3 — Real-Time Total Token Balance Monitoring
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Best Practice #1 — Multi-Party Token Mint/Burn Management

It is important for all related parties to establish a secure, transparent, and straight-through processing
(STP) joint framework for the minting and burning of digital tokens. This ensures that these critical actions,
which directly impact the total outstanding share count and per unit value of the fund, are never executed
by a single party, thereby mitigating operational risk, preventing fraud, and enforcing robust internal
controls.

The exact design of this joint authorization and execution mechanism can vary — in part driven by
jurisdictional considerations where tokenized products are subject to prescriptive requirements around
tokenization arrangements/designs, as well as business/operating model considerations of a particular
tokenized fund ecosystem of participants.

At a minimum, the mechanism should involve coordinated approval from at least the transfer agent, and
the tokenization agent (digital transfer agent). The minting and burning of tokens ideally utilizes a multi-
party process — be it an application-based maker checker, multi-signature (multi-sig), or multi-party
computation (MPC) process. This formalizes the hand-off between off-chain operational functions and on-
chain automated execution.

Best Practice #2 — Real-Time Mint/Burn on/off-chain Monitoring

The reconciliation of token minting and burning events is a critical function in maintaining the integrity of
tokenized fund operations.

Upon a successful function call on a smart contract, a transaction is recorded, and/or events are potentially
emitted depending on the design of the smart contract. Collectively, these transaction records and/or
events, form the “on-chain datapoints” that can be used in subsequent reconciliation processes.

As these on-chain datapoints are created and stored automatically on the blockchain, immediately after a
successful smart contract function call, there is the potential to implement real-time automated
reconciliation workflows that take this on-chain data and compare it to the transfer agent’s off-chain
records. This real-time reconciliation ensures that the on-chain token supply accurately reflects the
authorized changes. Any discrepancies between the blockchain record and the off-chain ledger trigger an
alert, prompting a suspension of further token operations until the issue is resolved.

Best Practice #3 — Real-Time Total Token Balance Monitoring

Ensuring that the total number of tokens created by the smart contract, as well tokens mapped to various
wallets matches the corresponding off-chain records at the transfer agent is another critical component
of the reconciliation process. Depending on the business / operating model design of the tokenized fund,
there may need to be different data transformations on the on-chain data in order to properly line it up to
the off-chain data. The transfer agent records shareholder balances at a TA ID level, and given the flexibility
for different wallet configurations by distributors, there may need to be different data transformations
performed to combine various token-bearing wallets’ balances to arrive at a TA ID. It is important to not
only ensure that the aggregated totals match, but also the distributor-level / shareholder balances.

In the event of a mismatch, the tokenization agent (digital transfer agent) and transfer agent need to
coordinate on reconciliation procedures. This procedure may include automated checks and manual
review, with administrative functions implemented on-chain (e.g. to burn and re-mint) potentially
requiring additional documented approvals (either off-chain, or on-chain if the smart contract is designed
by the manager to permit additional metadata / reasoning fields as part of the function call). Depending
on the joint mechanism design, additional roles (i.e. additional keys, key shards, or off-chain role-based
access designations) can be defined as part of execution requirements / policy. This approach ensures that
token holdings are accurately reflected both on-chain and off-chain, thereby safeguarding investor assets
and maintaining operational integrity.
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Best Practice #4 - Real-Time NAV Reconciliation Using Oracle Integration

Where NAV and related fund data are published on-chain for DA ecosystem use via a secure oracle solution,
the reconciliation of off-chain calculated NAV and related fund data and the on-chain published versions
within the oracle solution should be considered.

The exact design of this reconciliation can vary — in part driven by the manager’s design of the tokenized
fund (particularly, the use of smart contracts), as well as the transfer agent’s and fund administrator’s own
internal systems. Similar to the mint / burn reconciliation best practice, the publication of NAV and fund-
related data on-chain are created and stored automatically on the blockchain, immediately after a
successful smart contract function call — thereby allowing for the potential to implement real-time
automated reconciliation workflows that take this on-chain data and compare it to the transfer agent and
fund administrator’s off-chain records. Any discrepancies between the blockchain record and the off-chain
ledger trigger an alert, prompting a suspension of further token operations until the issue is resolved. This
final reconciliation step ensures that the fund data presented on the blockchain is consistent with the
authoritative source, thereby reinforcing investor confidence and regulatory compliance.

The consideration of the roles and responsibilities surrounding who performs the NAV reconciliation needs
to be clarified by fund administrators in such a setup. In conventional NAV-related roles and responsibilities,
the fund administrator is typically responsible for valuation / NAV calculation and production of the related
fund data, while the fund manager generally specifies and engages the publication practices, including the
use of any NAV publication vendors. However, for tokenized funds where there is the use of an on-chain
oracle solution, it can be possible that the NAV publication vendor contracts with either the fund manager
or the fund administrator, or a tri-party arrangement for the NAV publication logistics and setup. Fund
administrators should specify clearly in service provider agreements with the manager the operational
responsibility for such an activity and cater for the risk associated with incorrect publication of NAV and
fund data.

Best Practice #5 — Smart Contract Standardization and Due Diligence
Smart contract standardization

To mitigate operational risk and ensure sustainable growth, we recommend the industry develop and
adopt standardized smart contract templates for tokenized fund operations. The proliferation of custom,
non-standard smart contract implementations introduces potential risks. The current environment,
characterized by numerous unique contract variations, directly increases the likelihood of operational
errors during critical functions and drives up the cost and complexity of the required security audits.
Adopting secure, well-audited standard templates would dramatically reduce these risks, lower costs for
all participants, enhance interoperability between service providers, and ultimately accelerate the safe
and efficient adoption of tokenized funds.

Smart contract due diligence

The role of a fund administrator also extends to ensuring the accuracy, integrity, and security of fund
operations and investor assets. In a tokenized fund, a significant portion of the fund's core business logic,
by way of the share register, is embedded directly into the smart contract code. This code acts as an
automated ruleset that governs the permissible fund lifecycle activities on the blockchain.

This shift from traditional, human-administered processes to code-executed logic which introduces a new
and critical operational risk: the risk of vulnerabilities within the smart contract itself. The use of the
smart contract code in unforeseen ways can lead to adverse fund and investor outcomes. Therefore, it is
recommended as a best practice that fund administrators extend their operational due diligence efforts
to also cover the smart contracts governing the fund. This can include a review of the code itself, or at
minimum ensuring that independent audits conducted by a specialized third-party blockchain security
firms have been undertaken ensuring:

n  The code matches the business logic: The audit verifies that the deployed smart contract accurately
reflects the fund's stipulated rules and offering documents.
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n  Vulnerabilities have been identified and remediated: The audit process is designed to uncover
critical security flaws, logical errors, and inefficiencies before the contract goes live.

n  Best practices are followed: Auditors confirm the code adheres to industry development standards,
minimizing the risk of unforeseen issues.

Best practice #6 — On-chain risk analytics on self-hosted wallets (addresses):

Where self-hosted wallets (addresses) are involved, enhanced due diligence on DA-related activities may
be required in addition to traditional due diligence dimensions, which can include:

n  Self-hosted wallet ownership verification through appropriate proof of ownership approaches

n  Direct on-chain risk analytics assessment of wallets (KYT / KYW) directly interacting with the fund -
including selection of appropriate vendors covering relevant token and blockchain scope.

Where interaction with the self-hosted wallets result in direct changes to the shareholder register, the
fund manager may rely on fund administrators to operationally carry out on-chain risk analytics activities,
which can include upfront and ongoing monitoring. For details of the due diligence, please refer to
Appendix 2 - Enhanced Due Diligence Framework for Self-Hosted Wallets.

7.2. DA Funds Case Studies and Best Practices

Case Study 3 — Onshore DA Fund investing into a Single Digital Asset, through Single Venue/Custodian
(Spot ETF)

The emergence of Spot Crypto ETFs marks a significant milestone in bridging traditional finance with digital
assets. This case study, which illustrates how these ETFs de-tokenize a digital asset by wrapping it in a
traditional investment vehicle, is supported by below diagrams:

A role-based diagram detailing the responsibilities of each participant:
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Fund Flow Overview

The diagram outlines the intricate process of creating a Spot Ether ETF, highlighting the roles of various
stakeholders and the flow of assets and information across both on-chain and off-chain systems.

Primary Market: ETF Creation Process - The primary market is where ETF shares are created through a
structured process involving investors, participating dealers, fund managers, fund administrators, the
custodian and the exchange.

1. Investor Initiation: The process begins when an investor expresses interest in acquiring ETF shares. If
the investor wants to do an in-kind subscription (as in this case, where the investor uses Ether (“ETH”)
to exchange for ETF shares), the investor must have a whitelisted wallet to ensure compliance with
regulatory standards. For ETF, creation must be made via participating dealers (“PDs”). Investor
should approach a PD for ETF shares creation.

2. Instruction to Create ETF Shares: The PD sends a request to the fund manager to initiate the creation
of ETF shares.

3. Ether Transfer and KYT: The investor (either directly or via the PD) transfers the required amount of
Ether to the DA Custodian. The DA Custodian performs the necessary know-your-transaction (“KYT”)
to ensure secure handling of crypto assets and confirms receipt of Ether to the fund manager and
fund administrator for order confirmation.

4. Confirmation of creation order: Upon confirmation of the Ether deposit by the VATP, the fund
manager confirms the creation order and sends confirmation to the fund administrator. The fund
administrator further confirms the creation order with the VATP.

5. Ledger Updates: The VATP (Virtual Asset Trading Platform) updates its ledger under the fund’s name
to reflect the deposited Ether. Simultaneously, the Custodian and Fund administrator update the off-
chain ledger to record the Ether deposit.

6. ETF Creation Execution: The fund administrator processes the ETF creation and updates the share
register.

7. Allocation of ETF Shares: ETF shares are allocated to the PD’s CCASS (Central Clearing and Settlement
System) account. These shares represent the investor’s exposure to Ether without directly holding
the crypto asset.

8. Final Allocation to Investor: The ETF shares are then transferred from the PD’s account to the
investor’s CCASS account, completing the creation process.

The above illustrates the in-kind creation process, it is important to highlight the KYT process when the
VATP received crypto. Cash creation process is the same as for other traditional ETFs, where the fund
manager will instruct the VATP to execute the purchase of crypto. Please note that pre-funding is required
for crypto ETF creation. The fund administrator should work with the fund manager and VATP on the pre-
funding and refund arrangement.

Secondary Market: Exchange Trading

Once ETF shares are created, they enter the secondary market where they can be traded on the Hong
Kong Stock Exchange.

n  Market Makers and Brokers: These entities facilitate liquidity and price discovery, ensuring that ETF
shares can be bought and sold efficiently.

n ETF Market Price: The market price of the ETF reflects the underlying value of Ether, adjusted for
supply and demand dynamics.

n Staking: Ether held by the fund may be staked to generate additional yield, enhancing the fund’s
performance.
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Ledger Reconciliation

Due to the internal wallet management structure of the VATP, the fund administrator does not reconcile
data directly from the blockchain. Instead, the VATP provides a statement generated from its internal
trading ledger. Reconciliation is therefore performed by comparing this VATP-issued statement against the
off-chain share register maintained by the transfer agent.

Case Study 4 — Offshore DA Fund Investing in Multiple Digital Assets Across Multiple Venues/Custodians

This case study illustrates a multi-digital assets fund investment strategy, requiring connections to multiple
venues / DA Custodians.

A role-based diagram detailing the responsibilities of each participant:
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Fund Flow Overview

1.

Investor initiation: Investor subscribes into the fund either via fiat or in-kind using stablecoins,
leveraging wallets hosted by approved VATPs, or offshore VATP, or their own self-hosted wallets.
Investment strategy execution: Fund manager executes a strategy involving investments across
multiple types of digital asset and venues

NAV Calculation: The fund administrator calculates the NAV of the digital assets portfolios, which may
involve sourcing pricing data from various feeds

Reconciliation: Fund administrator needs to reconcile fund holdings across multiple wallets — which
may be held across various DA Custodians and venues (depending on the fund’s operational
arrangement).
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Best Practices for DA funds

Fund administrators face operational and reconciliation challenges when overseeing investments through
Virtual Asset Trading Platforms (VATPs). These challenges stem from the platforms' internal wallet
arrangements, which often pool client assets, limiting the administrator's ability to directly verify wallet-
level balances on the blockchain. During the due diligence process, the custodian and fund administrator
would seek to understand the VATP's specific wallet structure. However, depending on the setup, there
can be a time lag between the VATP’s internal ledger updates and the actual on-chain wallet balances. This
lack of real-time, granular visibility means administrators are often compelled to rely solely on the
statements provided by the VATP for transaction recording and position reconciliation.

This dependency introduces risk, including potential discrepancies in reported balances and an inability to
independently verify the custody of assets. To mitigate these risks and ensure financial integrity despite
these constraints, it is imperative to implement robust alternative safeguards. This recommendation
underscores the critical importance of independent verification of total client asset holdings and the
review of SOC 1 & SOC 2 reports to validate the soundness and internal controls of the VATP counterparty.

In our assessment, we have provided five key recommendations to enhance oversight and security. Four
of these recommendations — holding and transaction reconciliation, smart contract audit, and multi-
source price verification — are operational controls that can and should be directly implemented and
performed by the fund manager or the fund administrator.

The remaining recommendation — Third-Party SOC Report is the fundamental safeguards that rely on
external, independent validation. These processes are designed to provide assurance over the VATP's
platform-wide controls and overall solvency as a single entity. As they require a holistic review of the VATP's
entire operation, they must be conducted by qualified third parties, such as licensed auditors, to ensure
objectivity and comprehensive coverage.

Hosted
waller

Fund VATP Trading/Ladgas Systam g _I".
investing in @]
Aigital ariuts L 1

- e b charga's wwm s sat walle
o — Tradu Matchmg Sgriem "
1
Conduct Know-Youir i_m“x:_ﬂn ; _1|
Trustefg) Transaction (KYT] [atament i f_c_
. checkson sell-custody | Ledger 1
A.dnlr‘s bor wallats | CRans snast wallst

ok el W] — | =
* | Reconcifiation | e | VATP enhanced DD and SOC reporting | G- i@
- = = - = R | et e i e e e e e J Halding
CHt-Chain. mm—— Y Satement

| Meconcliation b }

.I I I e in e s =

1 : Multi-pricing source |
| Valuativn valuation of digital assets

Fund Administration Capabilities | Best Practices

1 Due Diligence § Best Practice#5: VATP enhanced DD and SOC reporting

2 AML/KYC § Best Practice#4: conduct Know-Your-Transaction (KYT) checks on self-
custody wallets

3 NAV § Best Practice#3: Multi-pricing source valuation of digital assets

Best Practice#4: conduct Know-Your-Transaction (KYT) checks on self-
custody wallets

§ Best Practice#1: Operational Integrity Through Automated FA-VATP

5 Reconciliation Reconciliation

§ Best Practice#2: Reconciliation frequency

4 Transfer agency
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Best Practice #1 — Operational Integrity Through Automated FA-VATP Reconciliation

To mitigate operational risk and ensure efficiency, fund administrators should move beyond manual
reconciliation processes. The established best practice is to implement a secure, API-driven straight-
through processing (STP) system to automate the reconciliation of VATP statements and custodian records,
focusing human effort on managing exceptions.

n  Secure API Integration: Establish secure, read-only API connections directly to the VATP(s) and the
DA Custodian's systems. This allows for the automated and real-time pulling of transaction feeds and
holding statements, eliminating manual data entry and its associated errors and delays.

n  Automated Transaction Matching: The system should automatically match:

e  Trade Executions: VATP trade confirmations against the fund manager's instructions.

e  Cash & Asset Movements: Deposits, withdrawals, and transfers recorded by the VATP against
those recorded by the DA Custodian and the fund's general ledger.

n Automated Position Reconciliation: The system should perform daily (or intraday) automated
reconciliations of end-of-day holding positions between the VATP's issued statement, the DA
Custodian's statement and the fund administrator's internal book of record.

n Exception-Based Management: The primary role of the reconciliation team shifts from manual
matching to efficiently investigating and resolving exceptions flagged by the automated system. This
includes breaks due to timing differences, missing transactions, or data discrepancies, allowing for
quicker resolution and higher accuracy.

In an environment where direct verification is limited, the integrity of the fund administration function
hinges on the reliability and efficiency of the reconciliation process. Automating this process via secure
APIs is not merely an efficiency gain; it is a critical risk control that provides scalable, timely, and accurate
assurance over assets held in third-party VATP ecosystems.

Best practice #2 — Reconciliation frequency

Under the existing model for traditional assets, asset positions are reconciled with the custodian on a
periodic basis, at least per valuation cycle (i.e., for a monthly valuation fund, reconciliation should be done
at least monthly). Between valuation cycles, more frequent position reconciliation is recommended. The
fund administrator shall obtain securities positions from the custodian (via API key or other electronic
means) and reconcile them against the accounting book of records. For any unreconciled items, the fund
administrator should investigate discrepancies with the custodian and resolve them before the next
valuation cycle to ensure an accurate book of records reflecting the actual holdings when calculating the
NAV.

Practically, key performance indicators (KPIs) should be outlined in the operating memorandum, requiring
the DA Custodian to resolve any discrepancies within a specified timeframe.

Best practice #3 — Multi-source pricing for valuation

Relying on a single source for pricing introduces significant valuation risk, particularly for funds investing
across multiple trading venues or holding blended cryptocurrencies (e.g., BTC + ETH). We therefore
recommend using professional pricing sources from multiple fintech providers. This is essential because
the decentralized nature of digital asset markets and the real-time trading of assets across myriad global
exchanges require a specialized solution to calculate an accurate composite price.
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These firms employ sophisticated technology to gather real-time trade and order book data directly from
hundreds of centralized and decentralized exchanges globally. They cleanse this data, eliminate the
outliers, and calculate comprehensive volume-weighted average prices (VWAPS) as a result. After
obtaining accurate data from these professional data providers, the median is then taken to serve as the
final, reliable fair market price data.

Crucially, we recommend pre-defining an acceptable “deviation threshold” with the fund manager. This
threshold is used to establish a price band, which is referenced against the primary valuation benchmark
price. If the primary benchmark price falls outside this band, an immediate alert is escalated to
management for investigation and resolution before finalizing the NAV. This proactive approach
significantly reduces valuation risk and enhances operational control.

Best Practice #4 — Conduct Know-Your-Transaction (KYT) checks on self-custody wallets

In addition to traditional due diligence requirements (e.g., AML/KYC and Source of Wealth), enhanced due
diligence on digital asset-related activities is required. This enhanced due diligence should include:

n Self-hosted wallet ownership verification using appropriate proof of ownership approaches.

n  Direct on-chain risk analytics (KYT) of wallets involved in in-kind subscriptions and redemptions. It is
advisable to use multiple KYT tools to compare risk scores, as differing algorithms provide a more
comprehensive assessment for informed judgment.

The selection of vendors should cover the relevant token and blockchain scope for the fund's activities.

For detailed procedures on conducting wallet ownership verification and implementing KYT checks using
vendor tools, please refer to Appendix 2 — Enhanced Due Diligence Framework for Self-Hosted Wallets.

Best Practice#5 - VATP enhanced DD and SOC reporting

SOC 1 and SOC 2 reports provide essential insights into a VATP's operational controls. The SOC 1 report,
focusing on financial controls and client asset safeguarding, should be extended to include independent
third-party verification of total client asset holdings to confirm adequate reserves and prevent fractional
reserve practices. The SOC 2 report assesses IT infrastructure, security, and data privacy, ensuring the
reliability of VATP-issued statements.

Fund administrators should conduct enhanced due diligence, particularly for offshore VATPs, requiring
these enhanced SOC reports and assessing ownership structure, regulatory standing, financial health, and
cybersecurity. Ongoing monitoring should include reviewing updated SOC reports and tracking material
changes in the VATP's control environment.

For detailed due diligence questions, refer to Appendix 1 - Enhanced Due Diligence on VATP/DA
Custodians.
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Appendix = Sample Due Diligence Frameworks: Industry Best Practices

This section consolidates practical “sample” due diligence frameworks collated from direct industry
engagement. The content within has been synthesized from interviews with and materials provided by
experienced fund administrators, fund managers, and audit firms that actively support digital asset funds.
These frameworks are not theoretical but represent the evolved best practices and critical checkpoints
used by professionals navigating the complex risks of digital assets. They are designed to be implemented
directly or adapted for your specific due diligence processes.

It contains two comprehensive frameworks:

n  Enhanced Due Diligence on VATP / DA Custodians - A detailed checklist for assessing the third-party
service providers that form the core infrastructure of any digital asset fund, covering licensing,
security, operations, and risk management.

n Enhanced Due Diligence Framework for Self-Hosted Wallets - A specialized protocol for validating
and accepting asset transfers directly from investor-controlled wallets, addressing the unique
challenges of source of funds, wallet screening, and transaction purity.
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Appendix 1 - Enhanced Due Diligence on VATP/DA Custodians

Enhanced Due Diligence is important for VA service providers due to high fraud, regulatory, and
operational risks. Fund administrators should check that exchanges, DA Custodians, and distributors are
licensed, financially stable, secure, and reputable to protect investors and comply with regulations.

A fund manager should exercise due diligence in selecting their VATPs and DA Custodians. The due
diligence process may be delegated to a Fund administrator to conduct the due diligence.

For VATP and DA Custodian

1.

Regulatory Verification & Licensing

The regulatory jurisdiction directly impacts the operation of the VATP or DA Custodian it supervises.
Service providers who are under stronger regulatory regimes are usually considered to be more
secure. Regulatory jurisdiction can be an indicator of the strength of operational compliance.

n

Confirm licenses / registrations across applicable jurisdictions; monitor ongoing status,
enforcement actions, sanctions, and investor-protection alignment. For example, for a HK VATP,
one should verify if the VATP is licensed (Type 1 Securities Dealing and Type 7 Automated
Trading) by the Hong Kong Securities and Futures Commission (SFC) under the Anti-Money
Laundering and Counter-Terrorist Financing Ordinance (AMLO) and complies with the
Guidelines for Virtual Asset Trading Platform Operators, confirm SFC approval and check past
regulatory audits and findings.

Experience and Track Record

n

Review legal entity structure, ownership, related-party arrangements; assess financial strength,
liquidity and solvency.

Confirm jurisdiction coverage, time zones, language support, local regulatory requirements,
cross-border tax implications and client onboarding suitability.

Reporting, Audit and Transparency

n

Obtain third party audits (e.g. SOC 1 or 2 reports) and understand its audit frequency and
period coverage.

Confirm relevant control reports such as ISAE 3000/3402 are available for assessing and
monitoring the processes, risks and controls.

Legal terms, Contracts and Exit Provisions

n

n

Understand terms and conditions of the services agreement.

Scrutinize master agreements, SLAs, data rights, termination, data return / destroy, transition
assistance, review indemnities, liability caps, remedies for breach and reporting mechanism.

Anti-Money Laundering Policies

n

Does the VATP conduct effective customer identity verification and due diligence to prevent
money laundering and malicious activities?

Verify and confirm the VATP’s adherence to the SFC’s AMLO requirements

FATF Travel Rule for crypto transactions, VATPs are mandated to gather, verify, and exchange
specific customer information before facilitating any digital asset transfer, which ensures that
personal data “travels” with a crypto or fiat transaction, increasing transparency and
traceability.
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n  Does it comply with FATF Travel Rule for cross-border transfers? As per the FATF Travel Rule,
the following information is to be verified by the originator VASP before transacting,

e Originator's name,
e Originator's account number,
e Originator's physical address OR

e Originator's national identity number, or customer identification number, or date and
place of birth.

n  The below information is to be verified by the beneficiary VASP before transacting,

e Beneficiary's name,
e Beneficiary's account number.

n  How does the VATP handle the “sunrise issue”?

n  Review their KYC / CDD procedure for investor onboarding

n Do they screen investors against sanctions lists (OFAC, UN, EU)?
n Do they monitor for suspicious transactions?

n  What is the minimum “purity” threshold accepted:

e How is self-hosted wallet ownership verified (e.g. Satoshi test, signed message)?

e Are flagged wallets (hacked / scammed / sanctioned) screened before transactions?

Segregation of Client Assets (Crypto & Tokenized Assets)

In Hong Kong, licensed Virtual Asset Trading Platforms (VATPs) must comply with strict client asset
segregation rules under the Securities and Futures Commission (SFC) regulatory framework. Unlike
traditional securities, where assets are held in brokerage accounts, crypto assets are stored in wallets,
requiring unique safeguards:

n Conflict of Interest and Interdependence — Does the VATP have any connected party
transaction where the counterparty concerned is the group affiliate in managing their digital
asset portfolios

e |s the DA Custodian independent or linked to a VATP or an affiliated distributors? (risk of
self-dealing)?

n Risk Management — Understand the risk management policies and procedures in respect of
the proposed digital asset portfolio activities explaining how they manage the technology risk,
market risk and liquidity risk in particular under a 24x7 operating environment

Wallet Management and Asset Transfer
n Evaluate the VATP’s trading platform’s wallet management system and security measures

e Assess the security and stability of the platform's wallet management system

e Investigate measures for secure private key storage, such as cold storage, multi-signature,
and distributed storage

e Evaluate the mechanism for secure asset transfer, including security and reliability of fund
withdrawals and storage

e Determine the security controls for key generation, storage, management, and
transaction signing

28



9.

n  Wallet’s Key Management - To ensure a multi-signature scheme such as a 2-o0f-3 or 3-of-5
threshold should be used to ensure no single party can control the movement of the VA-assets

e 2-0f-3 threshold - Three keys are required to operate the wallet, with at least two
signatures needed to approve a transaction.

o 3-of-5 threshold - Five keys are required, with at least three signatures needed to approve
a transaction.

e All key holders are independent (i.e. not all controlled by the VATPs), and what types of
wallets are used (e.g. hardware wallets, HSMs, etc (not plaintext keys))

e If one of the keys lost, the remaining keys should still allow migration of VA assets to a new
wallet.

e Keys are securely stored in the required jurisdiction (if applicable, for example in Hong
Kong) Hong Kong, with access restricted to authorized personnel only

e Wallet whitelisting process — describe the procedure for whitelisting new wallet addresses

n Cold and Hot Wallet Allocation

e According to SFC guidelines, authorised funds are required to hold most of their digital
assets in cold wallets. This principle of secure custody is further reinforced for assets held
by licensed Virtual Asset Trading Platforms (VATPs), which are mandated to store 98% of
client assets in cold storage, limiting hot wallet exposure to only 2%. Although private
funds are not subject to these specific regulatory requirements, it is considered a prudent
risk mitigation practice to adopt a similar approach by minimizing hot wallet holdings to
only what is necessary for liquidity, thereby avoiding the concentration risk associated
with storing a majority of assets in a connected environment.

n Cold Wallet Storage

e The hardware wallet should be safekept (e.g. in a safe deposit box with biometric, PIN
access, etc.)

e Describe how the cold storage is protected by physical hardware and software /
cybersecurity infrastructure and operational control processes;

Trading System and Liquidity Oversight

Assess the trading platform's trading system and liquidity management capabilities:

n Review the trading system architecture, including the trading engine, order matching, and
execution capabilities

n  Evaluate the trading process and monitoring mechanisms to ensure fairness, transparency, and
compliance

n Investigate liquidity management measures, including market depth, trading speed, and
support for large volume and high-frequency trading

n  Determine whether the platform has high-speed and stable trading execution capabilities and
support for large volume and high-frequency trading

n Investigate the supervision of trading activities and compliance with market regulations.

Insurance Coverage

n  Ensure the VATP and DA Custodian maintain adequate compensation / insurance arrangements:

e Who is the insurer underwriting the insurance policy
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e Confirm coverage for professional indemnity and cyber liability, with explicit coverage for
errors and breaches during VAPT operations

e Does the policy cover theft of digital assets by outside parties or insiders?

e Does the policy cover the loss / destruction of private keys caused by natural disasters or
software bugs?

e |If staking is offered, does the policy cover slashing loss?
e Are cold wallets, hot wallets, or both covered? Are any losses excluded?
o What legal entities are covered, and does the insured entity match the service agreement?

e Can clients purchase additional insurance?

10. Business Continuity Plan

n

Understand the business continuity and contingency arrangement including disaster recovery
sites and recovery time objectives.

11. Incidents History

n

Review incidents related to regulatory, reputational, or cyber issues, including past security
breaches and response measures

Check for negative news

Establish periodic reviews (annual / semi-annual) with trigger-based re-assessments; define
KPIs, red flags, and change-notification protocols.

12. Additional Checks on Offshore VATP

n

For a private fund, investment managers may trade on an offshore VATP. It is generally
recommended to use only those offshore VATPs that are regulated by the relevant jurisdiction’s
regulators or backed by regulated service providers. In both cases, the fund has its crypto
account and the subscribers have their wallets).

These offshore VATPs should provide the relevant regulatory attestations, to ensure that all
AML requirements are met.

13. Additional Due Diligence Specific to DA Custodians on Wallet Management and Asset Transfer:

n

n

How does the custodian's hardware and software infrastructure support wallet arrangements?
Assess the security and stability of the platform's wallet management system

Investigate measures for secure private key storage, such as cold storage, multi-signature, and
distributed storage

Evaluate the mechanism for secure asset transfer, including security and reliability of fund
withdrawals and storage and the approval mechanism within the DA Custodian. Identify
procedures and controls for the transfer of fund assets out of the accounts with the custodians
and the controls in place to prevent misappropriation of fund assets. Are there sufficient access
log records?

Does the custodial facility have sufficient safeguards to protect against external threats?

Are the hardware components stored in secure locations? Are there measures for protection
against natural disasters?

Does the custodian employ reliable authentication methods and technologies to ensure that
only authorized personnel can access the platform?
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Appendix 2 - Enhanced Due Diligence Framework for Self-Hosted Wallets

Private funds are increasingly accepting in-kind subscriptions from professional investors using stablecoins
(e.g., USDC, USDT). While investments through wallets hosted by regulated VATP / DA Custodians often
benefit from built-in KYT / KYW checks, the use of self-hosted wallets presents unique challenges for fund
administrators. This section outlines due diligence considerations to address the operational, compliance,
and security risks associated with these transactions.

Wallet Ownership Verification — The primary challenge is conclusively proving that the subscriber controls
the self-hosted wallet address. The absence of a universal technical standard for proof-of-ownership leads
to operational inefficiencies, security risks, and a suboptimal investor experience. Observed Verification
Methods in the market include:

n  Digital Signature (Signed Message) — The investor signs a specific, honce-generated message from
their wallet. This is the most common and secure method but may require technical guidance for the
investor.

n  Satoshi Test — This is a specific type of micro-transaction. The fund administrator provides the investor
with a unique deposit address and a precise, unusual amount to send (e.g., 0.00541321 USDC). The
investor must then initiate a transfer for that exact amount from their self-hosted wallet. This proves
control over the wallet and definitively links the investor to the specific subscription transaction

n  Generic Micro-Transaction — The administrator requests the investor to send a negligible, specific test
amount. While effective, this method incurs minor transaction fees and can create accounting
complexity.

Note: All these methods introduce manual steps and require secure logging to create a verifiable audit trail.

Wallet Risk Assessment (KYT / KYW) — Once ownership is established, a thorough risk assessment of the
wallet's transaction history is mandatory. This “Know Your Transaction / Wallet” (KYT / KYW) process
screens for exposure to illicit activities, including interactions with sanctioned addresses, mixers, darknet
markets, or addresses associated with stolen funds.

A significant hurdle conducting KYT / KYW is the lack of regulatory consensus on an “acceptable” risk
threshold or risk scoring. Leading blockchain analytics providers use proprietary algorithms, which can
result in divergent risk scores for the same wallet across different platforms.

To ensure comprehensive coverage and mitigate vendor bias, the following multi-layered approach is
advised:

n  Primary Vendor Analysis: Conduct a formal risk assessment using a premier blockchain analytics tool.

n  Secondary Tool Validation: Where feasible, validate the results using a second analytics provider to
compare risk scores and flags.

n  Blockchain Explorer Check: Supplement the automated tools by manually reviewing the wallet
address on relevant blockchain explorers Scrutinize any warning labels or community-identified
suspicious tags associated with the address

Until industry-wide standards for wallet verification and risk scoring are established, fund administrators
should employ a rigorous, multi-faceted due diligence process. This framework balances the growing
demand for digital asset innovation with the fund's duties of regulatory compliance, operational security,
and investor protection.
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