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Foreword 
We are excited to present the Web3 Accountant Report—a series created by accountants, for 
accountants, designed to bridge the gap between emerging blockchain technologies and 
practical financial reporting. 
 
This initiative is proudly supported by KoinX and LedgerLens, whose ongoing commitment to 
digital asset transparency and compliance has helped shape this resource. Our goal is to equip 
finance professionals with the clarity and confidence needed to navigate Web3 as it rapidly 
evolves from fringe innovation to institutional reality. 
 
This report comes at a pivotal moment: Bitcoin and digital asset adoption by institutions are 
reaching all-time highs, signaling a shift in how value is stored, transacted, and accounted for. 
As regulatory frameworks begin to solidify, and enterprise interest grows, accountants must be 
ready to lead—not lag—this transformation. 
 
We also invite you to join us in person for the Web3 Accountant Meet at ISCA House on 30 
September, where we’ll dive deeper into emerging accounting issues, real-world case studies, 
and practical toolkits for managing digital assets. 
 
We welcome all feedback, contributions, and enquiries. Let’s shape the future of accounting in 
the decentralized economy—together. 
 
Web3 Accountant Editorial Team 
Email us at info@web3accountant.online 

Stay Informed 
Subscribe to our newsletter at web3accountant.online to be the first to receive future reports 
directly in your inbox. 

Released Reports include: 

Part 1 - IFRS Accounting for Crypto and Stablecoins (Released 30 July 2025) 

Part 2 - Singapore Crypto Tax Guide 2025 (Released 6 August 2025) 

Part 3 - 20 Basic Crypto Terms and Basic Finance Forms (Released 20 August 2025)  

Part 4 - Crypto Accounting and Audit under US GAAP (This Report) 
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The Basics of US GAAP 
Auditing financials is never simple. It takes specialized knowledge to dig into a company’s books 
and make sure everything checks out. But when digital assets enter the picture? Things get a 
whole lot trickier. 

Trying to confirm digital asset balances? There’s no bank to confirm with. Want to verify 
transactions? “Just look on the blockchain”… but how? And if your client is holding crypto on 
behalf of others? That just raised your audit risk. 

In this edition, we’ll walk through the key audit assertions and applicable financial reporting 
standards under US GAAP related to digital assets. 

Lastly, we cover remaining holes in US GAAP and the concept of Proof of Reserves. 

But before we dive in, let’s start with the basics. We first need to understand how digital assets 
are treated under U.S. GAAP. 

  

The New Standard for US GAAP 
ASU 2023-08 (Subtopic 350-60) 

Historically, digital assets were treated as intangible assets. Pre-December 15, 2024, and to the 
disdain of digital assets proponents, changes in fair value could only be reflected to the 
downside (as impairment), with no upward revaluations allowed. 

However, with the implementation of ASU 2023-08 (Subtopic 350-60), certain crypto-assets 
would now be available for upward revisions in digital asset fair values on the balance sheet, 
with changes in Fair Value reflected in the Income Statement. ASU 2023-08 still requires 
measurement at fair value under ASC 820, meaning market-based exit price assumptions, not 
cost-based or intrinsic value models. 

The changes applicable to all assets that meet all the following criteria: 

1. Meet the definition of intangible asset as defined in the FASB Accounting Standards 
Codification® 

2. Do not provide the asset holder with enforceable rights to or claims on underlying goods, 
services, or other assets 

3. Are created or reside on a distributed ledger based on blockchain or similar technology 
4. Are secured through cryptography 
5. Are fungible 
6. Are not created or issued by the reporting entity or its related parties. 
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With this change, Companies like Strategy (formerly MicroStrategy) could now better reflect the 
fair market value of their digital asset holdings on their US GAAP Financial statements. 

A brief overview of the changes are noted within the table below: 

Area Before ASU 2023-08 
 (Legacy GAAP) 

After ASU 2023-08  
(Subtopic 350-60) 

Codification ASC 350 (Intangibles & Goodwill 
and Other) 

ASC 350-60 (Intangibles & Crypto 
Assets) 

Asset 
Classification Indefinite-lived intangible asset Crypto asset (a new defined class 

within intangible assets) 

Initial 
Measurement At historical cost At historical cost 

Subsequent 
Measurement 

Lower of cost or fair value 
(impairment-only model) 

Fair value with changes recognized in 
net income 

Impairment 
Losses 

Required when fair value drops 
below cost; cannot be reversed 

No separate impairment test required 
as fair value already reflects current 
value 

Revaluation 
Upward Not allowed Allowed as fair value gains/losses flow 

through earnings 

Income 
Statement 
Impact 

Only losses reflected when 
impairment is triggered 

All fair value changes (gains and 
losses) are recognized in net income 

Balance Sheet 
Value 

Carrying amount is historical cost 
minus any impairment Carrying amount is fair value 

Disclosures 
Minimal; only required for 
intangible assets with impairment 
losses 

Expanded disclosures: fair value, cost 
basis, changes in fair value, 
restrictions, etc. 

Effective Date N/A (legacy treatment still applies 
through 2024) 

Annual periods beginning after Dec 
15, 2024; early adoption permitted 

  

Importantly, this change did not impact digital assets that did not meet the criteria, such as 
stablecoins or RWA (real-world asset) tokens. 
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Key Changes for Public Companies 
SAB 122 – Rescission of SAB 121 (Crypto Custodial Obligations) 

In 2022, the SEC issued SAB 121, requiring entities safeguarding crypto-assets on behalf of 
users to record those assets and related obligations on their balance sheet, even when they 
didn’t legally “own” the assets, they were just holding them on their customers behalf. This 
created significant controversy, particularly in the crypto industry, where such treatment 
diverged from traditional custodial accounting under U.S. GAAP. 

However, with the issuance of SAB 122 on January 23, 2025, the SEC formally rescinded SAB 
121, removing the requirement to recognize safeguarded crypto-assets and offsetting liabilities 
on the balance sheet. The updated guidance instead points companies back to existing GAAP, 
specifically ASC 450-20, which governs accounting for loss contingencies. 

Under SAB 122, entities must now evaluate custodial arrangements using a contingency 
framework, recognizing a liability only if a loss is probable and reasonably estimable. If that 
threshold isn’t met, no liability or asset is recorded. Yes, that means customer assets and an 
associated liability do not have to be on a crypto-companies balance sheets. While 
balance sheet recognition is no longer required, robust disclosure is still encouraged, 
particularly when safeguarding large volumes of crypto-assets on behalf of customers. 

Companies previously affected by SAB 121, such as exchanges, wallet providers, or 
custodians, should apply full retrospective adjustments, removing previously recorded custodial 
assets and liabilities, and adjusting retained earnings accordingly. 

A brief overview of the rescission and replacement guidance is noted in the table below: 

Area SAB 121 (Now Rescinded) SAB 122 (Effective 2025) 

Codification SEC Staff Accounting Bulletin 
121 (Topic 5.FF) 

SEC Staff Accounting Bulletin 122 
(Rescinds 121) 

Requirement 
Record custodial crypto-assets 
and offsetting liability at fair 
value 

No automatic recognition; apply ASC 
450-20 to determine whether a loss 
contingency exists 

Trigger 
Entity holds/safeguards crypto 
for customers, regardless of 
legal title 

Evaluate whether the entity is 
obligated and whether loss is 
probable and estimable 

Balance Sheet 
Treatment 

Required on-balance sheet 
asset and liability 

No recognition unless ASC 450-20 
threshold is met 
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Area SAB 121 (Now Rescinded) SAB 122 (Effective 2025) 

Retrospective 
Application N/A 

Full retrospective: remove SAB 121 
entries and adjust prior period 
retained earnings 

Disclosure 
Expectations 

Nature of custody, legal 
ownership, safeguards, 
insurance/indemnity 

Encouraged but not required; 
emphasize risks, protections, and the 
nature of custodial obligations 

Practical Impact 
on Custodians 

Increased liabilities, inflated 
assets and volatility in capital 
metrics 

Returns to GAAP-aligned treatment 
consistent with ASC 
450-20—recognizing a liability only if 
a loss is probable and estimable 

Effective Date March 2022 (no formal adoption 
process) 

Annual periods beginning after Dec 
15, 2024; early adoption permitted 

Various US entities have early adopted SAB 122.  

Coinbase’s early adoption of SAB 122: 

Source: Coinbase 2024 Annual Report 
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 Robinhood’s early adoption of SAB 122: 

 
Source: Robinhood 2024 Annual Report 

Interactive Broker Group’s early adoption of SAB 122: 

 
Source: IBKR 2024 Annual Report 

 

What These Changes Mean for Accounting 
Professionals 
Ultimately, the FASB and SEC have taken important steps to bring the accounting for digital 
assets closer in line with traditional frameworks used for other asset classes and financial 
institutions. These changes improve transparency, consistency, and usefulness in financial 
reporting, while also reducing the accounting asymmetry that previously plagued digital asset 
holders. 

For accounting professionals, this means: 
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● Less guesswork, more clarity: With ASU 2023-08 introducing fair value accounting for 

certain crypto-assets, practitioners no longer need to rely solely on impairment-based 
models or stretch analogies to intangible asset rules. 

● Simplified audits and valuations: The ability to mark qualifying digital assets to fair value 
streamlines both internal reporting and audit procedures. This allows asset managers, 
fintech platforms, and corporates to present a more accurate financial picture. 

● Reduced overstatement of liabilities: The rescission of SAB 121 via SAB 122 eliminates 
the need to book custodial crypto-assets and corresponding liabilities on the balance 
sheet, unless a true obligation exists under ASC 450. This aligns crypto custodians with 
traditional off-balance sheet treatment used in other custodial industries. 

● Greater alignment with economic reality: Financial statements can now better reflect the 
actual fair market value of crypto holdings—especially for institutions like MicroStrategy 
or funds with large Bitcoin positions. 

● Increased responsibility for disclosures and judgment: While some rigid accounting rules 
have been relaxed or clarified, professionals must still apply significant 
judgment—particularly in areas like assessing loss contingencies, custody risks, and 
non-fungible crypto arrangements (e.g., NFTs, staking, or DeFi). 

In short, these updates represent a meaningful maturation of digital asset accounting in the U.S. 
landscape. For CFOs, controllers, and auditors, they offer clearer guidance, but also raise the 
bar for technical understanding, internal controls, and documentation quality in crypto-related 
reporting. Additionally, even though customer assets do not have to be on a crypto-companies 
balance sheet, robust recording and tracking mechanisms are extremely important to maintain a 
“full reserve.” 

  

Financial Reporting Areas Still with Ambiguity 
While recent updates like ASU 2023-08 and SAB 122 have clarified certain areas of digital 
asset accounting, many important questions remain unanswered under U.S. GAAP. These gaps 
require preparers and auditors to apply significant judgment and analogies to existing 
standards, often leading to inconsistent treatment across the industry. 

Key areas of ambiguity include: 

● Staking rewards: No definitive guidance on timing or classification of staking-related 
income. Staking revenue can be earned as every block (a matter of seconds in some 
PoS networks), making matters even more complex. 

● Airdrops and token grants: Uncertainty on whether and when to recognize income for 
unsolicited or promotional token distributions. 

● Token swaps and wrapped tokens: No formal position on whether swaps or bridged 
assets represent derecognition or new recognition events. 

● NFTs (non-fungible tokens): No clear model for income recognition, valuation, or 
amortization for NFTs with utility or collectible value. 
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● Stablecoin classification: Most practitioners have taken the position that stablecoins do 

not qualify as cash or cash equivalents. However, this could be changing with formal 
rules and regulations such as the GENIUS Act providing a standard reporting and 
reserve framework. 

These ongoing gaps mean professionals must continue to lean on reasonable policy positions, 
clear documentation, and proactive auditor engagement until further standard-setting occurs. 

  

Crypto Accounting and 

Audit under US GAAP 
Now that we understand the basics of US GAAP, we can now move on to how we can actually 
audit crypto assets and associated activities.  

As alluded to previously, auditing crypto requires specialized knowledge and expertise for the 
auditor to know how to approach it. In this section, we outline, assertion-by-assertion, how an 
auditor can audit digital assets. 

The Balance Sheet 
Balance Sheet Presentation 

First off, the auditor needs to understand how digital assets are presented on the balance sheet, 
and how it affects their audit procedures. 

Digital assets are presented in US Dollars (or another fiat reporting currency), on the 
balance sheet. However, this dollar amount is equivalent to a certain underlying amount of 
digital assets. With the new accounting changes mentioned above, these assets are held at fair 
market value. Therefore, one of the first things the auditor should do is convert the USD 
Amount to Underlying Digital Assets Units to understand what they are going to actually 
test during the course of the audit. In the case below, the auditor will be looking to audit 
1BTC (with a FMV of $100K). 

GL Account Group Name Amount Digital Asset Units 

Assets Bitcoin $100,000 1.00 BTC 
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GL Account Group Name Amount Digital Asset Units 

Liability Accounts Payable $5,000   

Equity APIC $95,000   

  

Balance Sheet Assertions: 

Once the auditor understands what digital assets they are testing and how many are expected, 
they can begin to apply the auditor’s assertions to begin testing. 

1. Completeness 

To confirm the “completeness” of the 1 BTC expected on the balance sheet, the auditor should 
perform the following procedures: 

● Obtain a comprehensive wallet list – Request that the Company provide a full list of 
wallets holding the Bitcoin. 

● Monitor for missing wallets – Inspect activity related to the bitcoin addresses provided 
(and potentially other wallets interacting with the addresses provided). 

● Analyze wallet flows – Examine transaction activity to detect anomalies, particularly 
those involving potential related-party or founder wallets. 

Auditors can use popular blockchain explorers they deem reliable for audit purposes, or tools 
like LedgerLens to streamline these audit procedures. 

   

2. Existence 

To confirm that the reported Bitcoin balances exist as of the balance sheet date, the auditor 
should: 

● Obtain a list of wallets/addresses holding the bitcoin. 
● Identify the block height corresponding to the balance sheet date on the Bitcoin 

blockchain. The block height is effectively how the blockchain keeps track of “time,” and 
the auditor should convert the balance sheet date to the appropriate block height. 

● Query the blockchain to retrieve balances at that block height, confirming the assets held 
at that point in time. 

● Consider using specialized tools to efficiently extract balances from a large number of 
addresses. 

If a company uses a 3rd party exchange or custodian to hold the assets, the auditor may 
consider “traditional” methods, like confirmations to confirm asset balances. 
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3. Valuation 

To confirm the valuation of the BTC, The auditor should assess the valuation of Bitcoin based 
on the Company’s principal market and accounting policies: 

● Bitcoin Valuation: The auditor should consider where the company could sell and 
realize the value for the BTC and ensure it aligns with Company policy. The Company 
should assess the liquidity of the token, and if the quoted price is realizable. The auditor 
should consider timing of the valuation, such as intra-day vs. end-of-day pricing. 

 

 
Coinbase measures crypto assets at fair value at the end of each reporting period. 

Source: Coinbase 2024 Annual Report 

 

4. Rights & Obligations 

The auditor also needs to confirm that the Company actually owns and controls the addresses it 
claims to. If wallets are “self custody,” there is no counterparty to confirm with, making testing 
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ownership of addresses particularly unique for digital assets. In this case, the auditor may use 
one of the following procedures: 

● Cryptographic Signature Test: 
○ Provide the client with a unique message (e.g., “Web3 Audit 12/31/25”). 
○ The client signs this message using their private key, producing a signature 

digest. 
○ The auditor verifies the signature using cryptographic tools to confirm wallet 

ownership. 
● Send-to-Self Transaction: 

○ Instruct the client to send a predetermined amount of  Bitcoin to another wallet 
they control. 

○ This transaction must occur within a predefined time frame to verify control over 
private keys. 

Both methods demonstrate that the Company has control over the private keys for the specified 
addresses. The auditor may consider sampling wallets based on the assessed level of risk. 

If a company uses a 3rd party exchange or custodian to hold the assets, the auditor may 
consider “traditional” methods, like confirmations to confirm ownership. 

  

5. Presentation & Disclosure 

The Company should disclose its valuation election and accounting treatment for bitcoin within 
the Notes to the Financial Statements. 

Additionally, the ASU requires entities to disclose the “name, cost basis, fair value, and number 
of units for each significant crypto asset holding.” Entities must also disclose the aggregate cost 
basis and fair value of crypto assets that are determined not to be individually significant. While 
not required, entities may disclose narratively the number of insignificant crypto assets, 
aggregated into one line item within the footnote. 

 
Source: Deloitte.  
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Coinbase‘s disclosure is consistent with ASU 2023-08. 

Source: Coinbase 2024 Annual Report 

 

The Income Statement 
Income Statement Presentation 

The income statement for crypto-related companies can be complex or simple, depending on 
the type of activities in the business. 

If the company earns revenue denominated in digital assets or pays expenses in digital assets, 
the treatment becomes more complex. 

Again, all activities are presented in US Dollars (or another fiat reporting currency). 
However, these fiat amounts are equivalent to digital asset units at the time revenue is received 
on expenses are paid. The company likely also should recognize a realized gain/loss for assets 
received or disposed of, along with an unrealized gain/loss for digital assets still held at year 
end. Realized gains/losses should be calculated by comparing the BTC’s historical cost basis 
with the fair value at disposal. The unrealized gain reflects the change in fair value for BTC still 
held as of the reporting date. 
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In the case below, the auditor will be looking to audit 1BTC (with a FMV of $100K). 

GL Account Group Name Amount Digital Asset Units 

Revenue Bitcoin $65,000 2.00 BTC 
Expenses Salaries ($25,000) 1.05 BTC 

Gain/Loss Realized G/L $5,000 Disposed 1.00 BTC as Salaries 
(0.05 as Payable) 

Gain/Loss Unrealized G/L $50,000 On remaining 1 BTC 

Income Net Income $95,000   

  

1. Completeness 

The auditor must ensure that the revenue and expense data is complete, as the key risk is the 
overstatement of revenue or understatement of expenses, potentially inflating reported 
earnings and assets. To address this, the auditor should: 

● Obtain comprehensive reports detailing all revenue and expense transactions. These 
reports need to have the price of bitcoin at the time of acquisition and disposals to ensure 
the initial cost basis (and subsequent realized and unrealized gain/loss) can be 
calculated from these reports. 

● Ensure that revenue and expense calculations are accurate and complete, using either 
custom queries or standardized (“canned”) reports from the Company’s system. 

 

2. Occurrence 

To confirm that revenue and expenses transactions actually occurred, the auditor should: 

● Select a sample of transactions  
● Verify the associated transactions actually took place. In many cases, the auditor 

can view the transaction details directly on the Bitcoin blockchain to ensure the timing, 
amount, and FMV at the time of transaction occurred. 

● Supplement with outside data: Not all data is viewable on the blockchain. For example, 
the counterparty and purpose of the transaction is not viewable on chain. Therefore, the 
auditor should supplement blockchain data, with records from the company to validate 
transaction occurred for its purpose represented by the Company. 

 

 

17 



Web3 Accountant Crypto Accounting Report 

PART 4 - Crypto Accounting & Audit under US GAAP  2025 
3. Accuracy & Valuation 

The auditor should verify: 

● The fair market value of the BTC received or sent at the time of revenue of expense 
recognition. 

● Auditors can view data on blockchain explorers or use tools like LedgerLens to derive 
this data. However, if the Company also uses a “crypto accounting subledger” to track 
cost basis at acquisition and associated gains/loss, the audit procedures can be 
completed much easier with supplementary data provided by the auditee. 

  

4. Cutoff 

The auditor must ensure that: 

● Revenue and expense transactions are recorded in the correct reporting period and 
were actually incurred during the audit period. Blockchains are actually great for 
timestamping transactions, so transactions can be validating “on-chain” many times. 

● However, accruals still need to be tested using “traditional” methods, as the associated 
transactions have not “settled” on chain and therefore should not be validated as such. 

 

5. Classification 

The auditor should review the different types of revenue and expenses during the period 
and group as appropriate, similar to any traditional audit under US GAAP or IFRS. 

  

6. Presentation & Disclosure 

In line with financial reporting standards and Company policy, the exchange should: 

● Disclose its revenue recognition and expense policies within the Notes to the 
Financial Statements. 

● Clearly define the nature of revenue and any other revenue categories, ensuring 
proper classification and disclosure. 
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Coinbase‘s different revenue types, with clear revenue recognition policy in its annual report 

Source: Coinbase 2024 Annual Report 
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Robinhood‘s different revenue types, with revenue recognition policy in its annual report 

Source: Robinhood 2024 Annual Report 

 

Note on the Statement of Cash Flows: 
Digital assets are “non-cash” items, and therefore should be treated as such on the statement of 
cash flows. Even stablecoins are typically not considered “cash”. Therefore, this can make 
auditing the statement of cash flows particularly tricky, especially if the company is operating 
with and using stablecoins to receive revenue and pay for expenses. The auditor should be 
particularly diligent when auditing the Statement of Cash Flows with this in mind. 
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Filling the Remaining Gaps 
While Financial Audits are extremely important for accounting, transparency, and investor 
reporting, gaps remain in the need for reporting for certain types of crypto companies. 

For example, most audited financial statements are not widely distributed (unless they are a 
Public Issuer). In those instances, the public has no inclination as to the health of the underlying 
company they are entrusting their assets to. Additionally, audits are typically only performed 
annually, and the desire for more frequent transparency has been desired by the public, 
especially for stablecoin issuers, exchanges, and ETFs. 

Enter Proof of Reserves 
The concept of Proof of Reserves (PoR) was introduced in response to the 2013 Mt. Gox 
collapse, a watershed event that underscored the urgent need for transparency in the 
cryptocurrency space. Originally, PoR was used by crypto exchanges to demonstrate that they 
held enough assets to fully support user balances. Since then, its application has expanded 
considerably. Today, PoR is also used to verify holdings behind a broader array of digital 
financial instruments—such as stablecoins, asset-backed tokens, and exchange-traded funds 
(ETFs)—as part of broader efforts to build trust and promote financial integrity within the 
ecosystem. 

Proof of Reserves (PoR) is a method adopted by crypto firms to demonstrate that their on-chain 
assets are sufficient to cover user liabilities. This procedure is narrowly focused and designed to 
reassure both customers and stakeholders that all user funds are fully backed by the company’s 
actual holdings. 

The process typically involves three key steps: 

● Asset Validation: The organization uses cryptographic tools—such as signing messages 
with private keys or initiating “self-transfer” transactions—to prove it controls the reported 
cryptocurrency balances. 

● Liability Aggregation: Customer obligations are compiled into a pseudonymous list, 
allowing individuals to confirm their own inclusion, often through a Merkle Tree structure 
without compromising privacy. 

● Independent Assessment: A third-party auditor is engaged to examine the relationship 
between the verified assets and the reported liabilities, ultimately issuing a report on 
whether they are properly matched. 

PoR is valued for its public visibility, its reliance on blockchain-native verification techniques, 
and its emphasis on maintaining customer confidence. 
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3rd Party PoR Assets PoR Liabilities 

Stablecoin Issuer 
Fiat, treasuries, and cash 
equivalents held in a bank 
accounts. 

Stablecoin Tokens issued on 
blockchains 

Asset-Backed Token 
Issuer 

Assets, such as precious metals, 
held in a vault. 

Stablecoin Tokens issued on 
blockchains 

Exchange Digital Assets deposited by 
Customers 

Account Balances on the 
Exchanges Database 

ETFs Digital Assets held in Custody ETF Security Instruments Issued 

  

Since around 2018, independent attestations conducted by public accounting firms have 
become the accepted norm across the digital asset industry. These engagements are generally 
performed under internationally recognized standards—ISAE 3000 for global contexts, and 
AT-C 205 in the United States. 

It's important to note that these attestation engagements are not equivalent to full audits of 
financial statements, nor are they meant to be. A comprehensive financial statement audit 
involves examining the entirety of an entity’s financial health, including the balance sheet, 
income statement, cash flows, and accompanying disclosures. These audits are often time- and 
resource-intensive, typically occurring on an annual basis and requiring months of work from 
both the company and its auditors. Moreover, unless the entity is publicly traded, the audited 
financials are not usually released to the public. 

In contrast, Proof of Reserves (PoR) attestations are more focused in scope. They aim to 
provide assurance on whether specific assets—such as those backing exchange customer 
balances, stablecoin liabilities, tokenized assets, or ETF units—are fully supported by 
appropriate reserves. While these engagements apply the same professional scrutiny as a 
financial audit, they are limited in scope to reduce complexity and enable more frequent 
reporting. This narrower focus eases operational burdens while still delivering meaningful 
transparency to stakeholders. 

22 



Web3 Accountant Crypto Accounting Report 

PART 4 - Crypto Accounting & Audit under US GAAP  2025 

 

 

 
An excerpt from Kraken’s PoR attestation report as of June 30, 2025  

Source: Kraken, The Network Firm LLP 
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Comparison of Financial Audits and Proof of 
Reserves 

 Proof of Reserves Financial Statement 
Audit/PoS 

Testing Approach 100% coverage of subject | ZK 
logic testing Sample Testing 

Customer Verification of 
Inclusion 

Yes - Public & privacy 
preserving via Merkle Tree or 
Tokens & Notes 

No 

Prove In-Kind Reserves Yes Potentially, but not necessarily 

Report Distribution Intended Users - Current & 
Prospective Clients 

Limited - unless Public 
Company 

Frequency As frequent as “Real Time” Annual 

Cost Low to medium High 

Level of Detail As detailed as desired 
Limited to Reporting 
Requirements 
SAB121 Overturned - off bs? 

Bankruptcy Protection Potentially, but not necessarily Potentially, but not necessarily 
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Conclusion: A Layered 

Approach to Assurance in a 

US GAAP World 
As the digital asset industry matures, regulatory clarity and technical assurance must evolve in 
tandem. Recent developments—such as ASU 2023-08 and SAB 122—signal a landmark shift 
in how crypto is accounted for under US GAAP, moving from legacy impairment models to fair 
value and from overstatement of custodial liabilities to principles-based judgment. 

However, assurance in crypto extends far beyond compliance with financial reporting 
standards. It now operates across a multi-layered stack, each tier providing a different lens of 
trust and transparency: 

 

Together, these layers form a complete assurance architecture—anchored by US GAAP 
compliance but enriched by crypto-native innovations like Proof of Reserves. For CFOs, 
controllers, auditors, and industry leaders, understanding how these layers interact is critical to 
building sustainable, transparent, and trustworthy organizations in the digital asset space. 
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