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Global CryptoCompliance Landscape

Figure 1: Licensed / Registered Virtual Asset Service Provider in Selected Jurisdiction
Source: Regulators (Retrieved 8 July), compiled by elven research

There is an increased emphasis on compliance of virtual asset service providers globally. Based on research done by
the Financial Action Task Force (FATF),1 61 jurisdictions in 2024 require crypto licensing / registration.

1 Financial Action Task Force (FATF) (June 2023) TargetedUpdateOn ImplementationOf The FATF StandardsOnVirtual Assets AndVirtual
Asset Service Providers
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Jurisdiction - Regulator Status Number of VASP

🇸🇬Singapore -MAS License 24

🇭🇰HongKong - SFC License 2

🇺🇸US - NYSDFS License 33

🇯🇵 Japan - JVCEA License 33

🇹🇭 Thailand - SEC License 9

🇦🇪Dubai - VARA License 20

🇬🇧 UK - FCA License 44

🇮🇪 Ireland - CBI Registration 14

🇱🇺 Luxembourg - CSSF Registration 13

🇦🇷Argentina - CNV Registration 0

🇰🇷Korea - FSC Registration 37

🇹🇷 Turkey NA

🇧🇷Brazil NA

🇹🇼 Taiwan NA

🇻🇳Vietnam NA
Figure 2: Licensed / Registered Virtual Asset Service Provider in Selected
Jurisdiction Source: Regulators (Retrieved 8 July), compiled by elven research
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Report Introduction

MPI license
Singapore has strict and clear compliance regulations by theMonetary Authority of
Singapore (MAS) in place for digital payment token service providers (DPTsp). The
major payment institution (MPI) license is required byDPTsp. In April 2024,MAS
expanded theMPI’s coverage of DPT to include custody andmanyDPT payment
service providers andmarketmakers. Till date, there are a total of 24MPI licensed
entities with another 50 exempted entities.

Disclosure
In terms of record keeping and compliance documents, the top 3 regulatory
disclosure requirements for theMPI license are daily reconciliation of customer
assets required,monthly and semi-annual MAS submissions toMAS and annual
audit.

Safeguarding
Customer asset’s safeguarding is key and they are to be segregated in a trust
account. There should be separate blockchain addresses for customer’s asset and
at least two parties to authorize any transactionwith at least 90% of customers
asset in cold wallet

Under Payment Services Act (PSA), entities can also apply for the standard payment
institution (SPI) license. However, this research focused on theMPI license as it has a
higher threshold and ismore popular amongDPTsp in Singapore.

DeepDive into SingaporeMPI License 5
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SingaporeMPI license registration and
eligibility criteria

Registration/licensing
MPI License issued byMAS is required for DPTsp.

DPT service

● Buying or selling DPTs (commonly known as cryptocurrencies)
● Providing a platform to allow persons to exchangeDPTs
● Transmitting or arranging for the transmission of DPTs
● Provision of custodianwallet services for DPTs
● Actively facilitating the buying or selling of DPTswithout possession of

monies or DPTs

Eligibility Criteria
If you are applying for anMPI license, youmustmeet all of the following criteria:

● Be a Singapore-incorporated company or a Singapore branch of a foreign
corporation.

● Have a permanent place of business or a registered office where the books
and records can be securely held.

● At least one personmust be appointed to be present at the place of business
or a registered office to address any queries or complaints from consumers.

● Have aminimumbase capital of S$250,000.

Youmust have a sufficient capital buffer in excess of the base capital requirement,
bearing inmind the scale and scope of its operations and the potential for profit and
losses.

● Should have either 1 executive director who is a Singapore Citizen or
Singapore Permanent Resident (PR), or 1 executive director who is a
Singapore Employment Pass (EP) holder and at least 1 other director who is a
Singapore citizen or Singapore PR.
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These guidelines2 set out the eligibility criteria and application procedures for
payment service providers under the PSA.

Figure 3: MPI licensed entities placed into categories
Source: MAS (Retrieved 8 July), compiled by elven research

As of 8 July, there are 24MPI license holder on theMAS register3. We have placed
them into categories (7 Exchange, 8OTC and Payment, 4Web2 Financial Institution,
5 Stablecoins). For entities with similar logos, we only insert one logo.

3Monetary Authority of Singapore (Accessed 9 July). Financial Institutions List

2Monetary Authority of Singapore (2019, Dec 18). Guidelines on Licensing for Payment Service
Providers [PS-G01]
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Blockchain UPbit Sparrow

Coinbase XREX Crypto

Coinhako

FOMOPay GSR Independent Reserve

METACOMP Ripple Triple A

FAZZ Dtcpay

Revolut Sygnum DBS

MooMoo

Circle Straitsx Paxos

Figure 4:MPI Licensed entities list
Source: MAS (Retrieved 8 July), compiled by elven research
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Source: MAS (2 April), compiled by elven research

In April, theMAS amended the PSA to expand the scope of regulated payment
services and impose user protection and financial stability requirements onDPTsp.

Effective from4April 2024, these amendments will include custodial services for
DPTs, transmission and exchange of DPTs, and cross-bordermoney transfers within
MAS's regulatory scope.MASwill enforce anti-money laundering, user protection,
and financial stability requirements onDPTsp.

Transitional arrangements require current service providers to notifyMASwithin 30
days and submit a license application within sixmonths, alongwith a compliance
attestation report by an external auditor within ninemonths. Entities failing tomeet
these requirementsmust cease operations when the amendments take effect.

The 50 exempt entities refer to the entities who have notifiedMASwithin 30 days.

DeepDive into SingaporeMPI License 9
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Source: MAS (Retrieved 9 July), compiled by elven research

As of 9 July, there are 49DPT service license holder onMASwebsite4. We have
rounded the number to 50 and only includedmost of the entities.

4Monetary Authority of Singapore (Retrieved on 9 July 2024). Entities that have notifiedMAS
pursuant to the Payment Services (Amendment) Act 2021 (Saving and Transitional Provisions)
Regulations 2024 (“Transitional Regulations 2024”)
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8Hexa Aleta Ample

Finmo Grab HQ

Ipaymy Kun Millenning

Nium

Acheron Caladan FalconX

Aegis Bitgo Ceffu

Cobo Copper Cybavo

SBI Zodia HydraX

Mainnet Rakkar Anchorage

Propine Symphony
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Bake Chainup Antalpha

DBS EDXM Crypto

Cleo Hashkey Herring

Hex Broadridge Metabora

Renora Sha2 Labs StoneX

Wemix
Figure 7: 50 Exempted Entities List,
Source: MAS (Retrieved 9 July), compiled by elven research
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RecordKeeping / ComplianceDocuments
To ensure compliancewithMASPSA, we have summarized the top 3 regulatory
disclosure requirements for theMPI license.

● Daily Reconciliation of customer assets

● Monthly and semi-annual submissions toMAS

● Annual Audit

● Daily Reconciliation of customer assets

MASwill require daily reconciliation of customers’ assets, includingmoneys, and for
the reconciliation to be performed at the entity-level, instead of on a group-level or
on a consolidated basis. MASwill also require DPTSPs to keep transaction records,
andmaintain separate books and records for each customer with details of the
customer’s assets at all times. These details include the amount and description of
the customer’s assets depositedwith the DPTSP, themovement of assets to and
from the customer’s custody account, and the names of the safeguarding
institutions with whom the customer’s assets are deposited or held.

● Monthly and semi-annual submissions toMAS

MPI license holder needs to submitmonthly and semi-annual submissions5 toMAS.
Form6A –Digital Payment Token service (monthly submission)

1 Total value of transactions and
total number of transactions
executedwhere digital payment
token services were provided and—

Total value of
transactions for the
reporting period

Total number of
transactions for the
reporting period

(a) digital payment tokenswere
bought in exchange formoney

(b) digital payment tokenswere sold
in exchange formoney

5Monetary Authority of Singapore (2019, Dec 5). MASNotice No.: PSN04Notice to holders of a
licence Payment Services Act 2019 (Act 2 of 2019) "NoticeOnSubmissionOf Regulatory Returns"

DeepDive into SingaporeMPI License 13
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(c) digital payment tokenswere
exchanged for another digital
payment token
Figure 8: Form6A frompsn04, Source: MAS (Dec 2019), compiled by elven research

Form6B –Digital Payment Token service (semi-annual submission)

1 Total value of
transactions and total
number of transactions
executedwhere digital
payment token services
were provided for the
purpose of—

Total value of transactions
for the reporting period

Total number of
transactions for the
reporting period

(a) Dealing in digital
payment tokens

(i) digital payment tokens
were bought in exchange
formoney

(ii) digital payment tokens
were sold in exchange for
money

(iii) digital payment tokens
were exchanged for other
digital payment tokens

(b) Facilitating the
exchange of digital
payment tokens

(i) digital payment tokens
were bought in exchange
formoney

(ii) digital payment tokens
were sold in exchange for
money

DeepDive into SingaporeMPI License 14
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(iii) digital payment tokens
were exchanged for other
digital payment token

2 Total value of transactions and
total number of transactions on
behalf of customers where digital
payment token services were
provided for the purpose of—

Total value of
transactions for the
reporting period

Total number of
transactions for the
reporting period

(a) Transfers of digital payment
tokens fromone digital payment
token address to another, within
the sameDPT service provider

(b) Transfers of digital payment
tokens fromone digital payment
token address to another digital
payment token address that are:

(i) controlled by another digital
payment token service provider
that is subject to or supervised by
a regulatory authority for
compliancewith AML/CFT
requirements consistent with
standards set by the FATF;

(ii) controlled by another digital
payment token service provider
that is neither subject to nor
supervised by an authority for
compliancewith AML/CFT
requirements consistent with
standards set by the FATF;

(iii) not controlled by any digital
payment token service provider.

3 Types of accountsmaintained for the purposes of Total number of

DeepDive into SingaporeMPI License 15
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providing digital payment token services as at the end
of the half-year period

accounts at the end of
the reporting period

(a) Number of accounts issued to persons resident in
Singapore, for the purposes of providing digital
payment token services

(b) Number of accounts issued to persons resident
outside Singapore, for the purposes of providing digital
payment token services

(c) Number of accounts that are issuedwhere there is
no face to face contact with the customer, for the
purposes of providing digital payment token services

4 If youmaintain accounts for persons resident in
Singaporewhich hold digital payment tokens,
please indicate the average, over the half-year
period, in onemonth, of the value of such tokens
held in any one account, after subtracting the
bottom 10% and top 10% of accounts by value

Average balance for the
reporting period

5 Types of Digital Payment
Tokens

Name of
digital
payment
token

Total value of
transactions for
the reporting
period

Total number of
transactions for
the reporting
period

(a) List of top 5 digital
payment tokens
transacted (whether
bought, sold or
exchanged) by:
(i) Value

1

…

5

(ii) Number of transactions 1

…

5

(b) List of top 5 digital 1

DeepDive into SingaporeMPI License 16
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Payment tokens
purchased in SGDby:
(i) Value

…

5

(ii) Number of transactions 1

…

5

(c) List of top 5 digital
payment tokens
purchased in non-SGD
(foreign currency or other
digital payment token) by:
(i) Value

1

…

5

(ii) Number of transactions 1

…

5

(d) List of all transacted
digital payment tokens
assessed to be of higher
risk ofmoney laundering
and terrorist financing

1

2

…

Account statistics Name of
digital
payment
token

Total value as at
the end of the
reporting
period

(e) List of top 5 digital
payment tokens held in all
accounts issued by the
licensee for the purpose of
providing digital payment
token services by total
value as at the end of the

1

…

5

DeepDive into SingaporeMPI License 17
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reporting period

(f) Total value of DPTs held
in all accounts issued by
the licensee for the
purpose of providing
digital payment token
services as at the end of
the reporting period

(g) List of all digital
payment tokens assessed
to be of higher risk of
money laundering and
terrorist financing held in
all accounts issued by the
licensee for the purpose of
providing digital payment
token services

1

2

…

6Transactions assessed
to be of higher risk for
money laundering and
terrorist financing

Total value of transactions
for the reporting period

Total number of
transactions for the
reporting period

(a) Transactions where
DPTs are sent to high risk
countries / jurisdictions

(b) Transactions where
DPTs are received from
high risk countries /
jurisdictions

7 Total number of
accounts as at
the end of the
reporting period

Total value of
transactions for
the reporting
period

Total number of
transactions for
the reporting
period

DeepDive into SingaporeMPI License 18
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(a) Customers who are
politically exposed
persons, or family
members or close
associates of politically
exposed persons

(b) Other higher risk
customers

Figure 9: Form6B frompsn04, Source: MAS (Dec 2019), compiled by elven research

● Annual Audit
- Form4 - Auditor’s Report For A Licensed Payment Service Provider

Form for appointed auditors of licensed payment service providers to express their
audit opinions and to submit a copy of the financial statements under the Payment
Services Act 2019.

DeepDive into SingaporeMPI License 19
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Figure 10: Form4Source: MAS (Jan 2020), compiled by elven research

-
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- Payment Services Act 2019 External Auditor Attestation Form6

For the 50 exempt entities, attestation report on the entity’s business activities and
compliancewith AML/CFT and user protection requirements that is duly completed
by an external auditorbefore 4 January 2025 (9months from the appointed day).

The external auditormustmeet theminimumqualifications as set out in the
Transitional Regulations 20247.

3.1.56 [For DPT service only] The applicant has a
travel rule compliance system in place to transmit
and receive the value transfer information.

-

4.1.17 Based on a review of the applicant’s policies
and procedures, the documentsmeet the
following requirement.

The applicant will, by the end of every business
day, complete a computation of—

a) the total amount of assets belonging to its
customers deposited in trust accounts, as
at the end of the previous business day;
and

b) the total amount of assets belonging to its
customers required under PSAmendment
Regs 18B(1)(a) to be deposited in custody
trust accounts, as at the end of the
previous business day.

PS
Amen
dment
Regs
18(H)(1
) and
Guideli
nes
Para
4.4.4

4.1.20 Based on a review of the applicant’s
policies and procedures, the documentsmeet
the following requirement.

PS
Amen
dment

7Monetary Authority of Singapore (2024, April). Consultation Paper on ProposedAmendments to
Payment Services Regulations 2019, Notices issued under the Payment Services Act 2019 orMAS
Act, and ProposedNewRegulations on Exemptions for a Specified Period

6Monetary Authority of Singapore (Retrieved on 9 July 2024). Payment Services Act 2019 (Act 2Of
2019) Payment Services Regulations Attestation (Agreed-Upon-Procedure) By An External Auditor
For Entities That HaveNotifiedMas Pursuant To The Payment Services (Amendment) Act 2021
(Saving And Transitional Provisions) Regulations 2024

DeepDive into SingaporeMPI License 22

https://www.mas.gov.sg/-/media/mas-media-library/regulation/notifications/pd/payment-services-act-2019-external-auditor-attestation-form-1.pdf
https://www.mas.gov.sg/publications/consultations/2023/proposed-amendments-to-regulations-and-notices


elv
en
.co
m

The applicant will record andmaintain a separate
book entry for each customer in relation to any
assets belonging to the customer that are
received from, or on account of, the customer.

The applicant will keep books in the English
languagewhich contain—
a) particulars of every transaction carried out on
behalf of a customer, including—
i. a description and the quantity of assets

that are the subject of the transaction;
ii. the price and fee arising from the

transaction;
iii. the name of the customer onwhose behalf

the transaction is entered into;
iv. the name of the counterparty to the

transaction; and
v. the transaction date and settlement or

delivery date;

Regs
18(H)(1
) and
Guideli
nes
Para
4.4.4

Figure 11: Record-Keeping Related Terms from the auditor attestation report,
Source: MAS (April 2024), compiled by elven research
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Client Asset Custody
Segregating customers’ assets in a trust account

● Separate blockchain addresses for customers' assets

● At least two parties to authorize transactions

● At least 90% of customers' assets in cold wallets

In April 20248, theMASexpanded the scope of regulated payment services and
introduced user protection requirements for DPTsp. The newguidelines9mandate
that providersmust safeguard customers' assets bymaintaining trust accounts,
either themselves or through a third party.

1. Providersmust use separate blockchain addresses for customers' assets and
their own, implement controls to secure the storage and transmission of
customers' assets, and ensure devices storing access to assets are secured.

2. Formulti-party computation, key sharesmust be distributed among different
parties, requiring at least two out of three parties to authorize transactions,
ensuring no single party can independentlymove customers' assets.

3. A DPTsp should ensure that the digital payment token instruments relating to
at least 90% of customers’ assets (which have been deposited in trust
account(s)) are stored at all times in systems that are not connected to the
Internet or any other form of wireless communication (“cold wallets”)

9Monetary Authority of Singapore (2024, April 2). GuidelinesOnConsumer ProtectionMeasures By
Digital Payment Token Service Providers

8Monetary Authority of Singapore (2024, April 2). MAS Expands Scope of Regulated Payment
Services; Introduces User Protection Requirements for Digital Payment Token Service Providers
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Conclusion
Singapore's FinTech hub status attracts DPTSPs. Since the PSAbegan on 28
January 2020, about 240 firms10 have applied to theMAS for a DPTsp license.
However, only 24 have obtained anMPI license, and 50 operate as exempt entities.
MAS's stringent licensing process ensures alignment with FATF Standards,
reinforcing Singapore's position as a leading crypto hub.

10Monetary Authority of Singapore (2024, June 20). Money Laundering Risk Assessment Report
Singapore 2024.
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About Elven

Professional crypto accounting software

Elven is a professional crypto accounting software designed forOTC, payment,
exchanges, andWeb3 projects, facilitating regulatory compliance, audit readiness,
and accounting automation. Elven has received SOC2 Type 1 & Type 2 and SOC 1
Type 2 audit reports from Insight Assurance, we are firmly committed and invested
in data security and information privacywith our clients.

Trusted bymore than 800 industry-leading enterprises in theWeb3 sphere,
includingHashkey andCoinhako, Elven provides comprehensive solutions such as
integrated fiat and crypto accounting, streamlined technical support, 24/7 advisory
assistance, and SOC2 audited security.

Customers

DeepDive into SingaporeMPI License 26
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CaseStudy

Case Study - Regulated Exchange (Coinhako)

Brief intro
Coinhako is a regulatedMajor Payment Institution (MPI), licensed by theMonetary
Authority of Singapore (MAS), to conduct Digital Payment Token (DPT) services and
other payment services under the Payment Services Act (PSA). As a leading
Singapore-based cryptocurrency exchange, it enables users to trade various
cryptocurrencies like Bitcoin, Ethereum, and Ripple. The platform focuses onmaking
cryptocurrency trading easy for Asian users, offering a user-friendly interface and
multiple payment options such as bank transfers and credit/debit cards.
OfficialWebsite: https://www.coinhako.com

Customers' pain points
● Automated daily regulatory required reconciliation report

● Managing numerous financial data sources and handling large volumes of
data in the hundreds ofmillions

● Manual reconciliation and accounting tasks present significant challenges for
the finance team

WeProvide
➔ Regulatory Compliance: Daily asset reconciliation forMAS reporting

➔ Client Segregation: Individual ledgers for each client's assets
➔ Deep Integration: Custom access to 20 chain balances and transactions,

integratedwith internal and custody systems

➔ LargeData Handling: Import billions of transactions, updatemillions of
addresses automatically

DeepDive into SingaporeMPI License 27
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Case Study -OTC (HashkeyOTC)

Brief intro
HashkeyOTC is a regulatedMajor Payment Institution (MPI), licensed by the
Monetary Authority of Singapore (MAS) in-principle, to conduct Digital Payment
Token (DPT) services and other payment services under the Payment Services Act
(PSA). HashKeyOTC is a service byHashKeyGroupwhich is a leading global fintech
company that specializes in blockchain and digital assetmanagement. HashKey
OTCgot approval from theMonetary Authority of Singapore for its payment service
license, allowing it to operate legally in Singaporewhile offering these trading
services.
Official website: https://www.hashkey.com

Customers' pain points
● Exhaustivemanual reconciliation process

● Time-consuming financial report preparation for auditing purposes

● Segregation of client funds

WeProvide
➔ Seamless integrationwith Hashkey's self-developed business system

➔ Providing clear audit evidence, streamlining transaction flow

➔ Segregating and accounting for client funds

Another leadingOTC firm is also our client

DeepDive into SingaporeMPI License 28
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Case Study - Payment (DTCPay)

Brief intro
DTCPay is a regulatedMajor Payment Institution (MPI), licensed by theMonetary
Authority of Singapore (MAS), to conduct Digital Payment Token (DPT) services and
other payment services under the Payment Services Act (PSA). DTC Pay provides
digital payment solutions such asmulti-currency swaps, online payments, in-store
payments and crypto payments to help individuals and businessesworldwide
conduct value transfers in a seamless and efficient way.
https://dtcpay.com/about-us-dtcpay/

Customers' pain points
● Difficultymeeting requirements for internal management analysis which

require business reports to covermultiple dimensions

● Difficulty in effectively tracking profits and costs per transaction

● Concerned about general ledger which cover crypto and fiat currency can
meet external reporting and auditing requirements.

WeProvide
➔ Supports customised business auxiliary accounting fields, enabling business

reports acrossmultiple dimensions such as region, business line, customer,
channel, etc. Thismeets the requirements for internal management analysis.

➔ Integrates with the DTC core business system to achieve P&L accounting at
the granularity of each client order, calculating accountingmetrics such as
revenue, costs, expenses, net profit, etc., required formanagement reporting,
meeting the needs for order profit analysis.

➔ Exports the results of business accounting toOracle NetSuite general ledger
module tomeet external reporting and auditing requirements.

Another leading payment firm is also our client
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Global Strategic Compliance for Crypto
Market Series
Elven understand the key issues that CFOs andCCOs are concerned about and
focused our research on:

● Licensing/Registration
● Record Keeping/ComplianceDocuments
● Client Asset Custody Requirements
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Professional Crypto Accounting Software
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